University of New Mexico
Electrical and Computer Engineering Department
Computer Support Group Documentation

Configuring Windows 7 to connect to eceRADIUS

If for any reason you are unable to successfully connect to eceRADIUS, please contact

ece-support@ece.unm.edu or call 505-277-3934.

Begin by opening the Control Panel.
Start->Control Panel

|Search Control Panel

"ﬁ.\' ' @ » Control Panel » -
Adjust your computer’s settings View by: Category ¥

B  System and Security

P
@3 Review your computer's status

Back up your computer
Find and fix problems

MNetwork and Internet
&i Connect to the Internet
~&2 . View network status and tasks
Choose homegroup and sharing opticns

User Accounts and Family Safety
'@'Add OF FEMove user accounts
'@ Set up parental controls for any user

Change the theme
Change desktop background
Adjust screen resolution

Clock, Language, and Region

/ Hardware and Sound :
Change keyboards or other input methods

___ View devices and printers

Add a device @ W Ease of Access

Connect to a projector | Let Windows suggest settings
Adjust commenly used mobility settings Optimize visual display

L% Programs
k 4 | Uninstall a program

! - Appearance and Personalization
Li
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Click "Network and Internet"
Click "Network and Sharing Center"

.’a. ’ i » Control Panel » Metwork and Internet » - Search Control Panel g

Control Panel Home

.I:I- Network and Sharing Center
—-J‘; View network status and tasks Connect to a network

System and Securi
: & View network computers and devices | Add a wireless device to the network

® MNetwork and Internet
Hardware and Sound Q% HomeGroup

Choose homegroup and sharing options
Programs

: & Internet Options
User Accounts and Family ¥
Safety Connect to the Internet | Change your homepage | Manage browser add-ons

Delete browsing history and cookies

48,
11

Appearance and
Personalization

Clock, Language, and Region

Ease of Access
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On the left pane, Click "Manage wireless networks"
F — - El EE ™
GO~

:‘: <« MNetwork and Internet » Network and Sharing Center - | +y | | Search Control Panel 2 |

Control Panel Home : . s . i @
View your basic network information and set up connections
Manage wireless networks i | ¥ 5ee full map
9 A x— @
Change adapter settings g
: 5 - Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
You are currently not connected to any networks.
Change your networking settings
‘[‘i. Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
iy Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
HAccess files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
See also : ; s :
Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Internet Options
Windows Firewall
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Click "Add"
F — - @ |
@thﬂ] <« MNetwork and Internet » Manage Wireless Networks - | +y | | Search Manage Wireless Netwaorks 2 |
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add  Adapter properties  Profiletypes  Network and Sharing Center l@l
0 items
£
L
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Click "Manually create a network profile"

-

21! Manually connect to a wireless network

How do you want to add a network?

L- Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (3510] and
security key (if applicable).

N Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Cancel
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Type "eceRADIUS" in the "Network name:" field (capitalization does matter)
Change "Security type:" to "WPA-Enterprise"

Change "Encryption type:" to "TKIP"

Check the box next to "Connect even if the network is not broadcasting"
Click "Next"

[ = = 28 =

.
@ 21! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork narmes: eceRADIUS

Security type: [WPA-Enterprise V]

Encryption type: [TKIF' v]

Security Key: Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,

Mext ][ Cancel
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Click "Change connection settings"

@ 2! Manually con ect to a wireless network

Successfully added eceRADIUS

< Change connection settings
Open the connection properties so that I can change the settings.
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Uncheck the box next to "Connect to a more preferred network if available"

Click the "Security" tab

eceRADIUS Wireless Network Properties

[t

Connection | Security

MName:

5510:

MNetwork type:
MNetwark availability:

eceRADILS
eceRADILS
Access point

All users

[¥]Lonnect automatically when this network is in range;

[ Connect to & more preferred network if available
Connect even if the network is not broadcasting its name (S5I0)

OK ] [ Cancel
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Uncheck the box next to "Validate server certificate"

Uncheck the box next to "Enable Fast Reconnect"
Click "Configure..."

-
Protected EAP Properties RS S M

When connecting:

[] validate server certificate

Connect to these servers;

Truskted R tification Autharities:

ook Cerl Lie
W &ddTrust External CA Root
| [] clags 3 Public Primary Certification Authority
|:| DigiCert High Assurance EV Root CA
[7] Entrust.net Certification Authority (2048)
[] Entrust.net Secure Server Certification Authority
[7] Equifax Secure Certificate Authority
[7] GeaTrust Global Ca
1 | 1] [

[am, | »

Do not prompt user to authorize new servers or trusted
certification authorities,

| Select Authentication Method:

[Secured passward (EAP-MMSCHAP v2) "] [ Configure. ..

[|Enable Fast Reconnect
[| Enforce Network Access Protection

[7] Disconnect if server does not present cryptobinding TLY
[] Enable Identity Privacy

[ OK _] [ Cancel




University of New Mexico
Electrical and Computer Engineering Department
Computer Support Group Documentation

Configuring Windows 7 to connect to eceRADIUS

Uncheck the box next to "Automatically use my Windows logon name and password"
Click "OK"

EAP MSCHAP2 Properties eS|

When connecting:

= Automatically use my Windows logon name and :
“~— password ({@and domain if any).

OK | [ Cancel
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Click "OK"

Protected EAP Properties g

When connecting:

["|¥alidate server certificate:

Connect to these servers;

Trusted Root Certification Authorities:

O

[7] Entrust.net Certification Autherity (2048) |
[7] Entrust.net Secure Server Certification Authority

[ Equifax Secure Certificate Authority

[] Equifax Secure Global eBusiness CA-1

N [] Generic Root Trust CA

[ Globalsign Root CA
1 |

m | »

i |

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Semred password (EAPMSCHARP v2)
Enable Fast Reconnect

[| Enforce Network Access Protection

[] Disconnect if server does not present cryptobinding TLY
["] Enable Identity Privacy

"] [ Configure...

| ok || cancl
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Click "Close"

Successfully added eceRADIUS

< Change connection settings
Open the connection properties so that I can change the settings.
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Click the Back Button to take you back to the "Network and Sharing Center"

. & | ase ESEEE)

@thﬂ] » Control Panel » MNetwork and Internet » Manage Wireless Networks - |¢, | Search Manage Wireless Networks o |

-

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  MNetwork and Sharing Center (7]
Metworks you can view, modify, and reerder (1) ~

l'-. eceRADIUS Security: WPA-Enterprise Type: Any supported Automatically connect
= .

1 item

‘aﬂﬂ
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Click "Connect to a network”
F — - El EE ™
GO

:‘: <« MNetwork and Internet » Network and Sharing Center - | +y | | Search Control Panel 2 |

Control Panel Home : . s . i @
View your basic network information and set up connections
Manage wireless networks i | ¥ 5ee full map
9 A x— @
Change adapter settings g
: 5 - Internet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
You are currently not connected to any networks.
Change your networking settings
‘[‘i. Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
iy Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
HAccess files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
See also : ; s :
Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Internet Options
Windows Firewall




University of New Mexico
Electrical and Computer Engineering Department
Computer Support Group Documentation

Configuring Windows 7 to connect to eceRADIUS

Click "eceRADIUS" then click "Connect"

Mot connected

I:E[[l.] Connections are available

Dial-up and VPN

Maticnalfccess - BroadbandAccess
Wireless Metwork Connection

eceRADIUS L

Lobo-Sec 1'11! _

Lobo-WiFi o

Lobo-Guest :J'ﬁ

linksys A1

Lobo-Free _'rill

Open Metwork and Sharing Center
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Enter your username
Enter your password

Click "OK"

Network Authentication

Please enter user credentials

W e }

| ok || Ccancel




University of New Mexico

Electrical and Computer Engineering Department

Computer Support Group Documentation

Configuring Windows 7 to connect to eceRADIUS

Once you have successfully connected to eceRADIUS, your "Network and Sharing Center" window

should look similar to this:

i — - - - i
= L=
. =3 T -
—
@@v L+ <« Network and Internet » Network and Sharing Center - | 3 | | Search Control Panel 2 |
Control Panel Home : g g . £ @
View your basic network information and set up connections
Manage wireless networks i | F= See full map
2 A ~ @
Change adapter settings
: 5 . ece.unm.edu Internet
Change advanced sharing {This computer)
settings - . :
View your active networks Connect or disconnect
ik Access tg,.vpe: Int.ernet :
Public Fetnnk Connections: ! Wireless Metwork Connection
J {eceRADIUS)
Change your networking settings
] ‘E. Set up a new connection or network
= sa up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
4 Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Seealso HAccess files and printers located on other network computers, or change sharing settings.
HomeGroup
] Troubleshoot probl
Internet Options @ S
) ) Diagnose and repair network problems, or get troubleshooting information.
Windows Firewall




