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Networks are a powerful metaphor for un-

derstanding the organization of systems from dis-

ciplines as diverse as biology, computer science,

physics, and social science. In control systems,

communication networks are becoming increasingly

pervasive, forcing control engineers to expand their

application domain by incorporating the commu-

nication infrastructure into their designs, and by

considering the impact of link capacity, latency, and

packet loss on control systems [?], [?], [?]. Insight is

sought to better understand how systems can be con-

trolled across networks, how to design distributed,

multi-agent control systems, or to predict when the

network’s structure gives rise to undesirable network

behaviors such as congestion.

[Fig. 1 about here.]

Consider for example the system depicted in

Figure ??, where a plant is being controlled across a

network shared by various systems, computers, and

communication devices. From a control perspective,

the communication links of Figure ?? are a means of

information exchange, which is generally assumed

to be instantaneous. The impact of the network’s

connectivity on the closed-loop system performance

is discussed in [?], [?], [?], [?], [?].

The need for new paradigms for control

design is evident in large-scale interconnected multi-

agent systems. In this class of systems, signals need

to flow quickly and efficiently, but interconnected

components may not be able to store and manipulate

the complete state of the system. While complexity

barriers make the design of controllers for high-

dimensional systems extremely difficult, the ability

to reason about global network properties based
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on locally available information enables the de-

sign of decentralized control laws. When scaled to

networked systems with hundreds of thousands of

components, decentralized control laws allow un-

realistic computation, communication, and storage

requirements.

In control design, a network model such as

a graph is used to enable control, while, in network

theory, models of network dynamics and growth

are constructed to simulate physical or engineering

processes. Despite the use of different analysis tools,

network properties such as connectivity, efficiency,

and robustness are common to both control and

network theory. A question that arises is whether

pervasive ideas in network theory can suggest new

control design directions.

Network theory provides tools that char-

acterize the growth and topology of distributed

networks [?] in relation to their navigability, con-

gestion, clustering, and robustness to failure [?].

For some systems, such as social networks and the

World Wide Web, not only do short paths exist

between every pair of nodes, but such paths can

be found under certain conditions using only local

information [?], [?], [?]. In this article we review

analysis tools used to study complex networks [?],

[?], [?], [?], [?], and discuss the possibility of using

them to facilitate control design.

This article presents an overview of prob-

lems at the intersection of control theory and com-

plex network research. After a brief introduction

of the relevant aspects of complex network theory

and its methodological differences and similarities

to control engineering, we discuss the potential

benefits of knowledge transfer between the two

fields. Within a brief review of recent results in co-

operative control, we show how topological network

properties affect control performance and that:

1) Increased network connectivity does not nec-

essarily yield robustly connected networks

with respect to node failures;

2) The structure of sensor networks and their

algebraic graph properties determine the per-

formance of distributed estimation;

3) Properly interleaving communication and con-

trol can protect against the effect of delayed
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information.

Numerical examples are presented, illustrat-

ing the effect of connectivity and navigability on the

performance of a system controlled across a large

network. The article concludes by identifying topics

for future interdisciplinary work in the intersection

of control and network theory.

NETWORK-THEORETIC ISSUES

By considering the network as a communication

service, we identify three properties that critically

impact the flow of information:

1) Connectedness, which expresses the existence

of a path between the information transmitter

and the information receiver.

2) Navigability, quantified by the difficulty of

finding a connecting path. Typically, this dif-

ficulty depends on whether the path is prede-

termined, or whether it is discovered in an ad

hoc fashion.

3) Efficiency, as represented by the latency of

each utilized path. This latency, usually a

function of the number of hops and the in-

dividual link latencies, must be sufficient to

guarantee desired end-to-end communication

latencies.

All three properties affect the robustness of a

network with respect to node or link failures, as well

as the reliability of network protocols with respect

to corruption.

Connectedness

Connectedness is mathematically identified

with notion of percolation [?]. Percolation theory

characterizes how connected clusters in a random

graph aggregate as a function of the edge probabil-

ity. Given this fixed probability p, percolation can

be illustrated as a wildfire, initiated at a source node

that spreads across an edge connected to the burning

node with probability p. By locating the nodes

reached by the process, it is possible to determine

whether a path connecting a given pair of nodes

exists [?].

In network theory, percolation is typically

analyzed in two ways. The constructive approach
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determines the number of random edges that must

be successively added to a collection of discon-

nected nodes before the vast majority of nodes,

termed the giant component, are connected. In the

destructive approach, edges or nodes are succes-

sively removed until the giant component vanishes

and most pairs of nodes are no longer connected.

Surprisingly, the appearance and disappearance of

the giant component can be quite sudden, and is

often a genuine phase transition [?].

One feature of many real world networks

is a power-law degree distribution, in which the

probability of a randomly chosen node having k

neighbors scales as P (k) ∝ k−α, where α is the

scaling exponent [?]. The ubiquity of the power-

law degree distribution motivates the study of graph

models that exhibit this feature, but whose topo-

logical structure is otherwise random. A network

with many redundant paths between all pairs of

nodes is obviously very robust to node and edge

failures. However, if a minimal fraction of nodes

pc is removed, the giant component vanishes. This

disappearance shatters the network.

Consider a random graph with a power-

law degree distribution where a node fail or is

removed with probability p. The after-failure degree

distribution P ′(k) is given by

P ′(k) =
∞∑

k0=k

P (k0)

(
k0

k

)
(1− p)k pk0−k, (1)

where k0 is the degree of a node before failure, k

is its degree after failure, and p is the probability

of failure. When the scaling exponent α for P (k0)

is larger than 3, (??) is used in [?] to show that

the critical threshold of p for maintaining the giant

component of the network is pc ≈ 0.99. In other

words, more than 99% of the nodes must fail or be

removed before the network shatters. Hence, large

random structures are robust to random failures.

For finite-size networks, the exact value of pc is

related to the number of nodes n, and approaches

1 as the number of nodes n increases. A recent

study shows, however, that the value of pc can be

significantly smaller than 1 for a specific subclass of

these graphs [?]. In such networks, removing nodes

according to the probability pc << 1, shatters the

network. Therefore, random graphs with a power-

law degree distribution exhibit various degrees of

robustness to random failures.
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Unfortunately, the random removal of nodes

is not the only kind of failure that networks can suf-

fer. For instance, when nodes in a random graph are

preferentially removed according to a specified rule,

for example removing the 10% of nodes with the

highest degree, the network quickly shatters [?], [?].

More subtle forms of failure, in which some fraction

of nodes disobey the network communication pro-

tocols, possibly in a malicious way, are considered

in the context of peer-to-peer networks [?]. These

Byzantine faults have been extensively studied, and

continue to drive much of the research in developing

secure distributed communication protocols [?], [?].

Navigability

In a connected network, several paths may

link a transmitter to a receiver. The navigability of

a network is determined by how easily a connecting

path can be found, as well as by how many links

or edges such a path contains. The navigability

problem may be solved in one of two ways:

1) using central authorities, in which the com-

munication path between two nodes is deter-

mined by an external source then communi-

cated to the network’s routers, and

2) using decentralized techniques, in which rout-

ing decisions are made independently by net-

work routers, possibly in an ad hoc fashion.

For a static network, namely one for which the

number of nodes and the topology are fixed, a cen-

tral authority is easy to construct. A decentralized

navigation approach however, is called for when

routers are added or removed from the network.

Current standards for routing on Internet-like net-

works, such as the Internet protocol (IP), the open

shortest path first (OSPF) [?] protocol, and the

border gateway protocol (BGP) [?], are a mixture of

both centralized and decentralized techniques. Each

protocol involves an initial consensus phase among

the nodes of the network that allows local connec-

tivity information to propagate, until each router

constructs its own map of the network for routing

packets in the future. After the consensus phase is

completed, the routers’ maps remain fixed until the

local topology changes sufficiently to trigger a new

consensus phase.
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[Fig. 2 about here.]

While standard protocols, such as IP, OSFP,

and BGP, perform well for networks that change

only occasionally, dynamic networks pose a more

challenging problem, since the overhead of reaching

consensus must be balanced against the efficiency

of the network as a communication medium. An

alternative approach is to use decentralized or ad

hoc routing strategies, where routing decisions are

made on the fly based on the relative position

of the current router, the packet’s destination, and

possibly the current local connectivity. Navigability

of the resulting network requires that short paths

between source and destination nodes be easily

found in a decentralized way. A network is effi-

ciently navigable if the average length of a path

T grows sublinearly with the number of nodes in

the network, and preferably as a polylogarithm such

as O(log2 n). Theoretical work in [?] indicates that

such decentralized protocols can be developed under

reasonable assumptions. A brief description of these

results, along with their implications for control

systems follows.

Consider the network of Figure ??, which

is a lattice with nodes having bidirectional local

connections to their nearest neighbors, as well as a

single, unidirectional nonlocal connection to speci-

fied node. The distance between nodes u and v is

evaluated using the Manhattan metric or l1 metric

denoted by d(u, v), and the dimensionality of the

lattice is denoted by D (in this example, D = 2).

The diamonds in Figure ?? define the set of nodes at

a fixed distance from the node at the center. If each

node (router) forwards packets to its neighbor with

the smallest remaining distance to the packet’s des-

tination, then this decentralized routing protocol, for

this particular topology, guarantees packet delivery

in an average of O(log2 n) steps [?]. The receiving

neighbor is found as follows: first we choose a

distance ` from the distribution P (`) ∼ `−D. The

distance ell is the distance from the destination

node to all potential neighbors of the sending node.

Then, out of all the nodes at distance ell from the

destination node, we choose uniformly at random a

receiving node.

To verify the average number of steps re-

quired for delivery, we assume that a packet travels
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in phases and that a phase ends when the remaining

distance is halved. Thus, there are at most log2 n

phases in a network of n nodes. If the distribution

of lengths for the nonlocal links is a power law

with exponent D, the packet visits a router with a

non-local neighbor that is roughly half as distant

from the destination after O(log n) trials. Thus, the

expected routing time is O(log2 n).

The algorithm presented in [?] constructs the

Kleinberg-routable network through a dynamic, de-

centralized rewiring process. The algorithm assumes

that local connections are fixed. Given a source-

destination pair (x, y), a packet is routed according

to the current topology, and a time threshold t

is chosen uniformly from the interval [1, d(x, y)].

If the routing time of the packet T , exceeds the

threshold t at a node z that is not the destination, x

“rewires” its non-local link so that it terminates at

z. In [?], it is empirically shown that this rewiring

algorithm produces the power-law link-length distri-

bution P (`) ∼ `−D. This then guarantees fast ad-hoc

routing over the entire network T = O(log2 n), after

a modest number of rewiring actions R ∼ n1.77.

With the availability of global positioning

(GPS) systems that provide simple distance mea-

surements, these results may be adapted as a routing

protocol for packets on a wireless array of devices.

In such cases, local links are either physical con-

nections or low-power broadcast transmissions, and

non-local links are occasional high-power broadcast

transmissions or unidirectional long-range transmis-

sions.

The development of dynamic and decen-

tralized routing algorithms that guarantee efficient

navigability under a variety of assumptions is an

active topic of research in network theory. In the ad-

hoc routing algorithm presented in [?], packets are

routed under assumptions about the connectivity of

nodes with similar properties (homophily), and the

assumption that higher degree nodes are likely to be

closer to the target. In the model used in [?], it is

assumed that each node has a set of attributes, and

that nodes are linked to others that are similar to

themselves. Thus, a homophily-sensitive algorithm

adjusts the routing based on the assumption that a

node close to the destination node in their attribute

space, is in fact geographically closer to the desti-
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nation.

Efficiency

In network theory, efficiency is quantified by

the cost of a network property as a function of the

number of nodes n in this network. Thus in this

context, efficiency is related to that of scalability,

and the bounds on the related cost are expressed

using asymptotic O-notation. Generally, for a prop-

erty to have a small cost, it should scale sub-

linearly, and ideally as a poly-logarithm O(logk n).

For example, the decentralized routing algorithm [?]

described in the previous section, guarantees that

the average number of intermediate nodes that a

message passes through is O(log2 n). On the other

hand, if a property needs to be true for the largest

possible portion of the network, then it must scale

as a constant fraction of the nodes O(1), and ideally

to be 1 − o(1). For connectedness, the question of

efficiency boils down to determining what fraction

of the network remains connected, after a fraction of

the nodes is removed. In this context, [?] shows that

random networks with a power-law degree distribu-

tion, are increasingly more efficient at guaranteeing

connectedness under random failures as the network

grows.

These definitions of efficiency are highly

applicable to random graph models used in network

theory. Efficiency, however, is being understood

quite differently in control. Depending on optimality

criteria in a given control application, efficiency

may be related to the input signal strength, or the

output rise and settling times. Bridging this gap,

and producing network theoretic results for control

performance specifications may be a fertile area of

cross-collaboration between the two fields.

THE CONTROL DESIGNER’S POINT OF VIEW

Networked control system (NCS) applica-

tions such as teleoperation and robot formation

control, require measurement and control signals to

travel across communication networks. Even when

the distance traveled is short (as in the case of a

modern car or a smart house), a general purpose

communication network introduces new issues into

the feedback loop, such as time-varying delays, and

the potential loss of information. While some com-
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munication applications may suffer from the same

limitations, a feedback control system is especially

vulnerable, not only to the unavailability of sensory

information and control signals, but also to their

timing. In particular, in a NCS, the issues of con-

nectedness, navigability, and efficiency of message

propagation manifest themselves as described in the

following sections.

Connectivity, dropped packets, and lost links

¿From the perspective of control design for

networked control systems, connectedness (or con-

nectivity) expresses the ability of two systems to

communicate information and actuation signals over

the network connecting them. Connectivity is there-

fore related to the existence of a network path from

any node u to any other node v. In recent studies

linking the dynamics of the networked systems to

the connectivity properties of the network, certain

graph algebraic properties of the latter seem to be

pervasive. In [?], the dynamics of the networked

system is formally related to the Laplacian matrix

of the graph representing the network of intercon-

nections between the system components.The re-

searchers in [?] established algebraic conditions for

the matrices related to the graph, to guarantee that

all interconnected subsystems asymptotically reach

consensus over a quantity of interest. The consensus

is reached by when each subsystem replaces the

value of its quantity of interest by the average value

of its network’s neighbors. For this consensus up-

date algorithm to to be asymptotically stable, i.e. for

all individual quantities of interest to asymptotically

converge to the same value, the communication

network should be connected. In algebraic graph

theoretic terms, connectivity is quantified by means

of the second smallest Laplacian eigenvalue, also

known as the algebraic connectivity of the graph

(see the sidebar titled “Graphs”). In [?] it was shown

that if connectivity were permanently lost, stability

can no longer be guaranteed. If connectivity is how-

ever regained across a sequence of compact intervals

[ti, ti+1), reference [?] demonstrates that consensus

stability may still be reached. More information can

be found in the sidebar “Consensus Problems.”

A network may not have a constant topol-

ogy when communication links are dynamically

established and lost [?], [?], [?]. Physical ad-hoc
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networks are typically modeled by nearest-neighbor

type graphs, where nodes are distributed uniformly

at random over a certain area, and are assumed

connected if nodes are within a certain distance r0

from each other. Thus nodes u, and v, are connected

if |u− v| < r0, where |u− v| denotes the Euclidean

distance between them. The question of whether

such an ad-hoc network is connected or not does

not have a deterministic answer, especially when

the number of nodes grows very large. Results in

this area are typically asymptotic and probabilistic

in nature. Whether the network is connected is

thus given with a certain probability, which usu-

ally relates to the minimum degree of the nodes

in the network, as exemplified in [?], or to the

minimum communication range r0 [?], [?]. In [?]

it is shown that if each node is connected to less

than 0.074 log n other nodes, the network is discon-

nected with probability one, as the total number of

nodes n increases. If, on the other hand, each node

has more than 5.1774 log n neighbors, the network

is asymptotically connected with probability one

when n tends to infinity. In [?] it is shown that

if the network is required to be connected with

probability p, the transmission range r0 must satisfy

r0 ≥
√
− ln(1−p1/n)

πρ
, where ρ is the node density in

nodes per unit area.

In networks where information flows in a

unidirectional manner, directed graphs are used to

capture the network topology. For directed graphs

we differentiate between strong and weak connec-

tivity, with the former property guaranteeing that

a message originating from one node can reach

any other node, following paths in the graph that

respect the orientation of all edges. The existence

of a (directed) spanning tree over the union of the

graphs that describe the evolution of the network

over time [?] however, may be sufficient to en-

sure asymptotic consensus in the network, provided

that the graph switching frequency is bounded, on

average. This condition is definitely weaker than

strong connectivity, though still stronger than weak

connectivity (expressed again by the second smallest

eigenvalue) for which edge orientation is irrelevant.

The gap between these conditions seems to be

the missing piece in a uniform characterization of

stability in terms of network topology. Of course,

another approach for ensuring stability is to restrict

the dynamics, as described in [?], [?].
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In most practical models connectivity is bi-

nary, that is, two nodes are either connected at

a particular time instant, or disconnected. In the

former case the second smallest eigenvalue is pos-

itive, in the latter it is zero. In order to capture

the quality of a communication link, or the cost of

broadcasting information from one node to another,

weighted graph models may be used. The edge

weights quantify the energy required for a message

to be sent over an edge (u, v), usually expressed as

|u−v|e, where e ≥ 2 is a constant. Weighted graphs

are not as well understood as their unweighed coun-

terparts, but connectivity analysis using the second

smallest eigenvalue of the (weighted) Laplacian can

be extended to this situation as well.

The effect of network topology and connec-

tivity on the performance of cooperative localization

algorithms is pointed out in [?], in which a genetic

algorithm is used. The genetic algorithm selects

network topologies that result in smaller traces of

the covariance matrix for the extended Kalman

filter (EKF) constructed for the whole networked

system. The analysis in [?] suggests that increased

connectivity may be beneficial for localization ac-

curacy. Intuitively, “the more sensor links between

robotic nodes, the better.” Define the sensor graph

as one in which nodes are mapped to mobile robots

and environment landmarks, and where directed

edges denote relative position measurements. While

a genetic algorithm favors complete sensor graphs,

other approaches may suggest “cheaper” solutions.

In the special case where a landmark’s location

is accurately known, the expression of the upper

right submatrix Prr∞ in the steady-state value for

the EKF covariance matrix [?], [?] contains the

eigenvalues of a minor of the sensor graph Laplacian

weighted by the variances of the relative distance

measurements. Specifically,

Prr∞ = Q1/2
o Udiag

{
1

2
+

(
1

4
+

1

λi

) 1
2

}
UTQ1/2

o ,

(2)

where Qo is a diagonal matrix with entries that

depends on the characteristics of the mobile sensors

and their speed, U , is the matrix of eigenvectors, and

λi is the ith eigenvalue of the matrix

C = Q1/2
o HT

o R
−1
o HoQ

1/2
o , (3)

in which Ro is a diagonal matrix of the noise

covariance, and Ho relates to the incidence matrix

of the sensor graph. In the example depicted in

Figure ??, the location of a single landmark is
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accurately known and three robots can measure dis-

tances and bearings to each other or the landmark.

A dotted edge in the graph denotes an additional

measurement. In this case, Ho contains a block of

zeros that eliminates the graph node corresponding

to the landmark, and HT
o R
−1
o Ho turns out to be a

minor of a weighted Laplacian.

A problem that arises in the scenario of

Figure ?? is how to select a new observation (add

a new edge) that can most improve the accuracy

of position estimates. In view of (??) and (??),

and using eigenvalue interlacing theorems, it can

be shown that the trace of Prr∞ is related to the

nonzero eigenvalues of the (weighted) sensor graph

Laplacian Lw as follows

(n− 1)2√
trace{Lw}

≤
n−1∑
i=1

1√
λi
≤ n− 1√

λ2(Lw)
.

Thus, forming a complete sensing graph minimizes

the localization error, but comes at a cost of obtain-

ing and processing the maximum number of obser-

vations. If one seeks to find how to get the most

out of a given number of available measurements,

the spectrum of the weighted Laplacian of the graph

induced by these relative measurements offers some

insight. Cases (b) through (e) of Figure represent

different ways to add one new edge to the graph.

An edge’s effect on localization, as quantified by the

trace of the steady-state covariance matrix is given

in Table ??.

[TABLE 1 about here.]

Network connectivity appears to be a cat-

alyst since nothing useful can happen without it.

Messages cannot reach their destination, consensus

among the network nodes over a certain quantity

cannot be achieved using only nearest-neighbor

communicated information, and estimation errors

may grow unbounded. Nonetheless, in [?] it is

shown that high algebraic connectivity does not

necessarily imply high robustness in terms of main-

taining connectedness in the presense of randomly

failing links. In other words, while the network

connectivity is certainly improved as the second

smallest eigenvalue increases thus decreasing the

diameter of the network (characteristic path length –

see sidebar Graphs), the network remains vulnerable

to targeted attacks at edges. In particular, there may

be few nodes or links that guarantee the connectivity

of the newtork, and the removal of as few as one or
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two such nodes may shatter the network.

[Fig. 3 about here.]

Consider a network represented by a graph

G. The algebraic connectivity of G, λ2(G), satisfies

(Fiedler’s inequality [?])

λ2(G) ≤ ν(G) ≤ η(G), (4)

where ν(G) measures the nodes connectivity, and

η(G) denotes the edges connectivity (see sidebar

Graphs). While increasing the algebraic connectivity

increases the lower bound on node-connectivity

ν(G), it was shown in [?], that for circular and mesh

lattice graphs, an increase in algebraic connectivity

often corresponds to a decrease in node-connectivity

ν(G) and edge-connectivity η(G).

In fact, let us consider first the small-world

network introduced in [?]. This network is based on

an n-nodes one-dimensional lattice on a ring where

each node is connected to its k nearest neighbors.

In [?] it is shown that the random rewiring of

nodes according to a small probability p greatly

reduces the characteristic path length, and results in

a small-world network. Figure ?? shows the effects

of random rewiring for a network with 20 nodes,

and k = 4. In [?], the author shows that this random

rewiring also results in a large increase in algebraic

connectivity for ring lattices, and the author then

concludes that the network becomes more robust to

node and link failures.

[Fig. 4 about here.]

For certain types of networks however, large

increases in algebraic connectivity often corre-

spond to a decrease in node-connectivity and edge-

connectivity. For example, let us start with a ring

lattice of n = 100 nodes, and k = 4 edges

per node (Figure ??), then rewire each edge at

random with a probability p. As p increases from

0 to 0.9, the graph algebraic connectivity increases

sharply, and the mean path length of the network de-

creases. However, the node-connectivity and edge-

connectivity of the network decrease as the prob-

ability p increases. Similar results were obtained

for a regular mesh lattice of 100 nodes (Figure

??), with each node having a communication radius

R = 1. As p becomes larger, the edges connecting

nearest neighbors are increasingly rewired, and link
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nodes in remote locations are directly connected.

As shown here however, this does not necessarily

improve the node or edge connectivities.

[Fig. 5 about here.]

In a system where nodes are redundant or

dispensable, improving algebraic connectivity does

indeed improve the overall robustness of the net-

work in terms of link failures, by reducing the

characteristic path length. In systems where each

node is critical however, node-connectivity and

edge-connectivity are the truly important parame-

ters for assessing robustness of connectivity with

respect to randomly failing links. Evaluating node-

connectivity or edge-connectivity for large networks

is unfortunately much more costly than computing

the graph’s algebraic connectivity.

Navigability: path lengths and hops

When designing controllers for a networked

system, it is typically assumed that paths exist

between arbitrary node pairs of the communication

network. The problem of determining these paths is

usually ignored, or assumed solved by the routers

that direct the flow of information through the

network.

Standard routing protocols make use of as-

sumptions that may not be generally favorable to

control system design. For instance, Ethernet is a

broadcast protocol, and thus only a limited num-

ber of participants can communicate over a given

portion of a network. The open shortest path first

(OSPF), as well as the border gateway (BGP) pro-

tocols, are susceptible to the propagation of corrupt

or maliciously faulty information [?].

To provide the most basic packet delivery

service, such as on the Internet at the IP-level,

protocols like Ethernet, OSPF and BGP, combined

with the commodity network hardware do well

enough when most nodes are connected, the net-

work is navigable, paths are relatively short, and

service is fairly reliable. Such is the case on the

Internet, where the average hop-count at the IP-

level is at most a few dozens, despite there being

potentially billions of routable IP addresses. Notably

however, deviations from ideal conditions result
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in several serious interruptions in global Internet

service. For applications such as sensor networks

or ad-hoc networks among mobile devices (such as

cell phones), all of these issues are active areas of

research in both the control systems and network

theory communities.

Even if determining paths from source to

destination is not an issue, the lengths of such paths

matter, especially when information is processed as

it propagates through the nodes of the network.

One such example is the case of leader-follower

control architectures. When the leading vehicle in a

platoon suddenly decelerates, the more vehicles are

between a follower and the leader, the faster this

follower must decelerate. Depending on the size of

the platoon and the dynamics of the vehicles, there

comes a point where actuators reach their physical

limits, control signals saturate, and collisions be-

tween vehicles occur.

String stability [?] is a theoretical framework

that addresses this issue by treating propagating

destabilizing information as a disturbance. By ap-

propriate control design, these disturbance signals

are attenuated as they propagate through the string

of interconnected systems, and stability is preserved.

Mesh stability [?] generalizes this idea to multiple

(physical) dimensions.

When the propagated information is not reg-

ulated in terms of its effect on the receiving nodes,

it is shown in [?] that the network distance of a

follower from the source of the signals (the leader),

has an adverse effect on the ability of the follower

to track its desired position in the formation. In

such cases, routing the information signals through

shorter paths improves stability [?]. Thus, in net-

work control system design, two options seem to

be available: either regulate the system dynamics so

that it can cope with information traveling over long

paths, or make sure that short paths (up to a certain

length) can be found. Regarding the latter, ad-hoc

routing algorithms that improve the navigability of

the network are needed.

Efficiency: capacity, link quality, and delays

As far as control design is concerned, a com-

munication channel is merely a medium for obtain-
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ing or sending information (measurement signals,

or control commands). From this perspective, what

seems to be important is: (i) how much information

can be carried, and (ii) how fast can it be transferred.

The first question is related to the chan-

nel’s capacity as studied in Information theory, and

results linking information theory to control have

recently been reported [?], [?], [?], [?], [?]. While

information theory models the communication chan-

nel as an information transmitting medium that

corrupts portions of the signal, the main issue for

control-based applications are the delays (as well

as corruption) suffered by the signals as they are

carried across the channel. In the case of noise-

less channels, a necessary condition for asymptotic

observability and stabilizability for linear, time-

invariant, discrete-time systems, is that the rate of

communication R (which must be less than the

capacity C of the channel) is bounded below as

R >
∑

λu(A) max{0, log|λu(A)|}, where λu(A) are

the unstable eigenvalues of the system matrix A. In

some cases, this condition is also sufficient. Similar

results hold in the case of noisy channels, as de-

scribed in [?]. Article [?] investigates the fundamen-

tal limitation of performance for networked feed-

back systems, in which the feedback loop is com-

prised of a discrete-time, linear, time-invariant plant,

a channel, as well as an encoder and a decoder. The

disturbance rejection ability is found to be bounded

from below by
∑

λu(A) max{0, log |λu(A)|} − C.

This particular result shows that the excess capacity

C −
∑

λu(A) max{0, log |λu(A)|} is all that is avail-

able for disturbance rejection. A discussion on the

links between control and information theory can be

found in the sidebar “Control and Information.”

The speed at which information travels from

source to destination is usually measured by a

”communication delay,” the time elapsed between

transmission and reception. Depending on where

the network is included in the feedback loop of

the network control system, such communication

delays can cause actuation delays, measurement

delays, or both. It is generally recognized that the

delays degrade the performance of control systems.

It is natural to expect, therefore, that communication

delays will adversely impact the performance of

a networked control system, possibly even causing

instabilities.

16



Initial investigation seemed to support this

claim. In [?], stability analysis in the frequency do-

main suggests the existence of an upper limit in the

(uniform) communication delays that a continuous,

nearest neighbor interconnected system can tolerate

before becoming unstable. However, more recent

analysis of state space, discrete-time models of

interconnected systems, have led to different conclu-

sions: in some (not so special) cases, arbitrary (but

bounded) communication delays may be tolerated at

the expense of convergence speed. Moreau [?] was

among the first to address the consensus problem

in the presence of time delays, giving convexity

conditions on the set of admissible control inputs

that ensure asymptotic velocity synchronization. In

[?], the approach of [?] is extended, showing that if

the agents dynamics are appropriately restricted, sta-

bility can still be maintained. A different approach

in [?] focuses on the communication protocol, and

shows that velocity synchronization in a connected

group of autonomous mobile agents, may still be

achieved when the agent controllers use delayed

information, regardless of the size of this delay, if

control and communication are properly interleaved.

In [?] the composition properties of graphs are

used to show that under certain assumptions on the

communication topology, delays have no effect on

the stability of the system. In fact, in a somehow

counterintuitive situation, it turns out that longer

delays (if used judiciously) can improve the stability

of some systems [?].

HOW CAN CONTROL BENEFIT FROM NET-

WORK THEORY?

Network theory mainly focuses on aggregate

properties of the network, rather than considering

the low-level effects of packet loss, link failure,

and latency in the stability analysis of networked

systems. Such a fundamentally different approach

provides insights into how properties scale in net-

works of considerable size, into the robustness of

connectedness, and into the efficiency of routing on

networks with certain global topological features,

such as networks with power-law degree distribu-

tions or small-world networks. One of the most

robust methods for achieving desirable scaling prop-

erties in the context of network theory, is through

a judicious use of randomness, an approach that

has proved powerful in designing algorithms in
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the face of uncertainty. As control systems become

increasingly networked, uncertainty becomes a more

significant factor that deserves to be taken into

account.

The other area in which control systems may

benefit from network theory is in the domain of pro-

tocol design for managing the flow of information

on the network. Recent work on efficient ad-hoc

routing has demonstrated that dynamic, decentral-

ized algorithms can provide provably or demonstra-

bly good packet delivery times, often by relying

on randomness. Even in a static network control

system (such as a modern airplane), software failure

can create spurious behavior that must be handled

robustly. In a more dynamic network system (such

as a wireless sensor network) where devices can be

installed or removed, such considerations are even

more critical. Modern communication protocols for

peer-to-peer networks are robust to both failure and

corruption, and may offer ideas on how to preserve

control performance in a networked control system,

even over reasonably unreliable communication net-

works.

As a brief aside, we note that randomness

provides for interesting new directions in the area

of pursuit-evasion games [?]. The underlying idea

is that, unlike deterministic strategies, the use of

random choices by the pursuer can guarantee the

capture of the evader with high probability because

the evader cannot accurately predict what pursuit

strategy it must counter. Surprisingly, this result

holds even if the evader has absolute knowledge of

the pursuer’s location, and has no limitations on its

own speed. This example, together with the recent

results in dynamic, decentralized routing algorithms,

suggests that the control design for networked con-

trol systems can be facilitated by harnessing the

power of randomness in the design of networked

control algorithms.

CASE STUDIES

In this section, we briefly present several

illustrative examples that seem particularly applica-

ble to the development of randomized networked

control systems, particularly with respect to con-

nectedness, bandwidth, and navigability. As with

any review, interesting results outnumber the space
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available; thus, those discussed here should be

viewed as an admittedly biased sample of what

network theory can offer to control systems.

Dynamic Ad-hoc Routing

[Fig. 6 about here.]

In the dynamic, decentralized routing pro-

tocol of [?], introduced above, the assumption of

an underlying lattice topology is amenable to many

existing networked control system frameworks, such

as a wireless mesh. Furthermore, the protocol itself

is simple, and may be adapted to work within the

existing internet protocol framework. Given a source

node x, a destination node y, and a message-specific

threshold t, the protocol works as follows: if the

topological length of the route exceeds the mes-

sage’s time-to-live (TTL) t, x rewires its non-local

link so as to point to the node at which the threshold

is crossed. By choosing the TTL t from the uniform

random distribution over the interval [1, d(x, y)], the

protocol produces exactly a non-local link topology

that minimizes the average transmission time for

every node’s messages [?]. This protocol has the

added benefit that the resulting topology is indepen-

dent of the initial network topology (see Figure ??),

and is self-optimized to account for finite-size ef-

fects. From a control systems perspective, these

characteristics are attractive in that they reduce the

”fragility” of the system, while guaranteeing good

overall behavior.

Static Ad-hoc Routing

In networks that lack the distance metric

of Kleinberg’s small-world network [?], the de-

centralized routing protocol of [?] yields effi-

cient routing by relying on common topological

features of real-world networks. That is, the algo-

rithm capitalizes on the property of homophily (the

idea that nodes with similar attributes are likely

to be connected), and on a right-skewed degree

distribution. Each node (router) in the network

approximates the full shortest-path routing table

E[`s→t] =
∑
x · P (`s→t = x), where `s→t is the

length of the path between source s and destination

t, by simply estimating which of their neighbors is

likely to be closer to each possible destination. In

practice, nodes accomplish this by calculating the
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likelihood that two nodes u, and v, are connected:

puv = 1 − (1 − quv)
k where (1 − quv)

k is the

probability that none of u’s k edges terminate at v.

While this protocol assumes that alternate paths are

independent, such correlations are sufficiently small

in real-world networks. The clear advantage of this

approach is that it utilizes common features of many

real-world networks to provide efficient distributed

routing in the face of topological uncertainty.

Gossip Protocols

Next, consider a communication network in

which edges are unreliable, that is, where pairwise

connectedness is guaranteed only probabilistically.

Although all packet-based networks exhibit this

property to some degree, wireless mesh networks

tend to exhibit it most strongly. In spite of this

intermittent local connectivity, let us attempt to

maximize the set of nodes that receive a broad-

cast message, while simultaneously minimizing the

total bandwidth per message, as expressed by the

number of messages used. Formally, we wish to

find the set of nodes A, to which we initially send

the message, such that under some communication

protocol ψ, the set of receiving nodes ψ(A) is as

large as possible. Gossip protocols, where a node

receiving a message attempts to pass it along to

its neighbors at most once, thus enforcing strong

bandwidth constraints, can provide a provably good

solution to this problem, which is otherwise NP-

hard [?]. The greedy algorithm presented in [?]

iteratively maximizes the marginal gain in ψ(A),

and yields a target set that is provably 1−1/e times

size of the optimum. These protocols can also be

married with the Kleinberg small-world topology

to solve problems such as resource location on a

network [?].

Internet-Like Protocols

Finally, inspired by [?], which provides a

mathematical foundation and explanation for vari-

ous congestion control algorithms on the Internet,

distributed control algorithms for the coordination

of multiple agents communicating across a network

are developed in [?], resulting in Internet-like pro-

tocols. Control protocols with these features can be

implemented in systems where a group of n users

(clients) share a common resource of finite capacity
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C. While information systems such as the Internet

are concerned with transferring the information only

(with high fidelity), networked control applications

are more involved due to the effect that delayed

information can have on the control of dynamical

systems [?], [?], [?], [?]. To quote Traub [?], infor-

mation is “incomplete, priced, and corrupted.” For

control purposes, it is also “timed.”

Consider a network of n users of a resource

C. If for user i, the state variable xi represents

its usage of the resource, the desired equilibrium

for the system becomes the configuration at which∑n
i=1 xi = C. A feedback signal, from the resource

to the users, communicates the availability or short-

age of the resource. In [?] and [?] a priced scheme is

used for this feedback. A low price is an indication

of resource availability, and a resource shortage is

represented by an increase in price. The dynamics of

the resource price can be expressed as the difference

between the resource usage, and the size of the

resource, scaled by a positive gain γ,

ṗ(t) = γ [
∑n

i=1 xi(t)− C] .

Different dynamical interactions between the re-

source usage xi(t), and the resource price feedback

may be used. The common thread in these models

is the inverse relation, such as the additive-increase,

multiplicative-decrease used in the model of TCP

Reno in [?], which has the form

ẋ(t) =
1− p(t)
τ 2

− 1

2
p(t)x2(t),

where p(t) is the price for the resource, and τ is

the propagation delay between the and resource.

The control design is then reduced to solving a dis-

tributed resource allocation problem as described in

[?]. It is conceivable that by exploiting some of the

routing algorithms discussed above, more efficient

distributed control algorithms can be designed.

CONCLUSION

Any conceptual links between networked

control systems, cooperative control, and complex

networks through graph theoretic analysis, provide

opportunities for control theory to reach out and

exploit the arsenal available in complex network re-

search and computer science. This article offers such

a suggestion by highlighting the recently revealed

power of randomized algorithms in routing, network

design, resource allocation, and game theory.
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Mechanism design, as recently developed

in the area of computer science, seeks to allow

selfish individuals to interact in a networked envi-

ronment in such a way that no outcome is partic-

ularly disadvantageous to any of the nodes. Such

approaches yield results for routing, network de-

sign, and resource allocation [?], and seem directly

applicable to open networked control systems in

which the control engineer must ensure that corrupt

or misbehaving nodes do not negatively affect the

functionality of the system.

With this brief review of a small selection

of intriguing ideas, we hope to establish further

links between network theory, physics, and control

systems.
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Figure 1. Controlling across a network. Control signals, measurements of the plant state, and external
inputs travel from their source to their destination through the links of a communication network.
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1 2 3

Figure 2. A small-world graph, after Kleinberg [?]. The nodes inside the shaded diamonds have the
same Manhattan distance to the node in the center. This simple lattice network is conceptually related to
the small-world model of [?]. Nodes in area 1 are bi-directionally connected to the center node, which is
also uni-directionally connected to one node in area 3.
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n = 20, k = 4,  p = 0 n = 20, k = 4,  p = 0.1

n = 20, k = 4,  p = 0.5 n = 20, k = 4,  p = 1

Figure 3. Random ring lattice graph G = C(n, k) with n = 20, k = 4, and different edge probabilities.
For p = 0 a node is only connected to its two closest neighbors along the perimeter. As the probability
increases, a larger number of these links are rewired and connect the node to other remote nodes.
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AC( p=0.9)/AC( p=0) = 29.493058
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Figure 4. Results for a ring lattice random graph, N = 100, k = 4. Although algebraic connectivity
increases, node and edge connectivity decreases monotonically with mean path length. AC stands for
algebraic connectivity and the ratio appearing on the Figure expresses how much algebraic connectivity
increases in the range of probabilities tested.
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Figure 5. Results for a mesh lattice graph, N = 100, R = 1. Although algebraic connectivity increases,
node and edge connectivity decreases monotonically with mean path length.
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Figure 6. Convergence of the dynamic, decentralized rewiring algorithm of [?] to the optimum distribution
for a variety of initial topologies, and rewiring times (τ ). The deviation from the theoretical optimum
(α = 1 here) is due to finite-size effects.
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case λi trace(L[x])
∑

1√
λi

trace(P∞)

(a) {2.1958, 17.2390, 35.9976} 55.4324 1.082 1.5199
(b) {2.0788, 29.0788, 35.5607} 66.7173 1.0467 1.5114
(c) {2.8394, 23.4351, 36.8155} 63.0879 0.9468 1.4613
(d) {4.2196, 16.7477, 34.6635} 55.6308 0.9010 1.4189
(e) {5.3858, 17.2583, 32.9867} 55.6308 0.8457 1.3899

TABLE I
COMPARISON OF THE IMPACT OF A SINGLE EDGE ADDITION IN THE GRAPH OF FIGURE ??. THE

ACCURACY OF COOPERATIVE LOCALIZATION IS QUANTIFIED BY THE TRACE OF THE STEADY STATE
COVARIANCE MATRIX P∞, WHICH IS ASSOCIATED WITH THE EIGENVALUES OF THE MINOR OF THE

SENSOR GRAPH’S WEIGHTED LAPLACIAN.
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