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Abstract

This report documents Phase II of a program on unification of electro-
.magnetic specifications and standards. During Phase I, existing specifications
and standards were reviewed against a general interference control model.
Alternative techniques to the incompatible ones identified in the review are
discussed in this report. Analysis was supported by laboratory experiments in
he areas of grounding techniques, cable shield terminations, and aperture
coupling. Extensive discussions are included on the allocation of protection
and methods of incorporating it in specifications for EMP, lightning, and
other external sources. Areas that need further research are identified,
including the need to characterize system-generated interference, and the
issue of generalized standards and design guidelines. An appendix on

bounding aperture coupling is also included.
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SUMMARY

The objective of work done under Contract No. DNA 001-79-C-0206 was the development of
a compatible set of shielding, bonding and grounding, and installation techniques for com—
munications facilities to ensure that the COMSEC, EMI/EMC, NEC, as well as lightning and
electromagnetic pulse protection (EMP) requirements, can be met without mutual conflict.
In Phase I (reported in Part I of this report), the pertinent standards, specifications,

codes, etc., were collected and evaluated agalnst a cowmprehensive interference control

model to identify incompatible requirements among these documents. In Phase II (reported{ffa

here), alternatives to the incompatible requirements have been developed and demonstrated.

Following a brief review of Phase I, we define what we mean by “incompatible
practice;” it is a practice that 1s not compatible with the fundamental approach to broad=
band electromagnetic interference, control. Most incompatible practices found during the
review of documents in Phase I can be traced to two generic practices: the use of a pene-
trating ground conductor and the use of a cable shield that is open. We present arguments
to show that there is rarely a need for a groundiug‘conductor to penetrate an electromag-
netic barrier. In the general approach to interference control described in Part I, a
cable shield 1s viéwed as an extension of the barrier surface represented by the equipment
housing. Thus, the proper termination is8 to close the cable shield by making it continuous
with the equipgent case.

A rationale was presented in Part I of this report for designing the barrier such that
it reduces the stress caused by an external source to a level below the susceptibillity
threshold of the protected system. In Part II, we discuss several remaining key issues:
(1) how to 1identify the best threshold, (2) how to specify this threshold, (3) how to in~
corporate this information into the specification of the barrier, and (4) how to test and
qualify the barrier.

Laboratory expériments were performed in three areas: grounding practices, shield
terminations, and aperture coupling. The experiments demonstrate that a grounding conduc~
tor that does not penetrate a barrier surface is superior to one that does by more than
100 dB, even at low frequencles. Besat overall performance for cable shields is achieved
with a circumferential termination, although at the iowest frequencies such a termination
may be indistinguishable from a pigtail. When a twisted pair cable is used, much can be
gained by balancing both source and load; if a shield 1s used, it should again be termi-

nated circumferentially.

|

N




Apertures — holes, seams, jolnts —— can be significant points of entry for electro-
magnetic interference. To prevent an aperture from becoming an entry point, the system
designer must determine quantitatively the effects of an aperture on the internal voltages
and currents. He must then develop means to close those apertures that a&versely atffect
system performance. These aperture }roblems are closely tied to the problems of developing
meaningful specifications, standards, and test procedures. Several parameters can be used
to define a measurable performance criterion for apertures: energy, filelds, or currents
and voltages on internal wiring. The electromagnetic coupling properties of the aperture
and the system susceptibility to EMI must be able to be expressed in terms of the parame-
ters chosen to characterize aperture performance. Experiments were performed to support

analysis of aperture coupling by SRI and others.

To develop an EMP protection system specification, we must be able to determine how
much protection is needed, how many barriers are desired, how the protection is to be allo-
cated among these barriers, and the effeets of barrier size, shape, location, and other
design options. We discuss these issues in detail and elaborate on the need to verify that
the desired protection has been obtained, and on the need to maintain that protection. All
features of the EmP'protection must be compatible with-all other electromagnetic aspects of
a system or facility.

In a two-level, effectively impervious barrier system, all requirements directly rela-
ted to the EMP, lightning, and other external sources are confined to the outermost barrier
(the facility levei), and only requirements for intrafacility compatibility are imposed on
the boxes, cabinets, etc., that form the second-level barrier. Therefore, the protection
role of the first barrier 1is somewhat different from that of the second barrier. How this

affeets facility and equipment standards is discussed,

Many of the 1issues that affect the specification and design of systems that can sur-
vive exposure to the nuclear EMP have been clarified by the research performed under this
program. Areas 1n which further research and development are needed have been better
defined: the problem of allocation of protection, the need for a better understanding of
system—generated transients, how such transients should be characterized, the uniqueness of
the EMP survivability and its impact on maintenance and surveillance, and the issue of

generalized standards and design guidelines.

An appendix on bounds on aperture coupling describes some theoretical work om that
topic, as well as detalls on the aperture coupling experiments performed under this

contract.



PREFACE

In this second phase of a program to unify electromagnetic standards, specifications,
and design guidelines, we have developed some alternatives to the incompatible requirements

described in Part I of this report.

This phase has benefited from numerous discussions with colleagues, and many of the
ideas presented in this report are a direct outgrowth of such discussions. The names of
those who contributed in one way or another are too numerous to be listed here. Nonethe-
less, we are grateful for all the support and criticism we have received during this work
from colleagues and audifences alike. Thus, the work reported here has been reviewed to
some extent by others, at least in bits and pieces. Final regponsibility for errors and

omissions, however, rests solely with the authors.
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I COMPATIBLE SPECIFICATIONS

A. INTRODUCTION.

In the final report for Phase I of this project:,* we described a rationale for
developing compatible electromagnetic specifications. The motivation for this project came
from experience with ground-based facilities, where in some cases 1t was found to be
prohibitively costly to harden a facility againgst the effects of a nuclear electromagnetic
pulse (EMP), because the installation practices used originally were incompatible with EMP
requirements. Part I described a topological approach to interference control and argued
that any electromagnetic specification or standard compatible with these topological
principles would, in the long run, be more cost-effective. It was also speculated that
interference control could be achieved in a more effective manner in the technical sense,
because some marginally effective current practices would be replaced with more effective
practices. Since then we have performed numerous laboratory experiments, some of which are

described in Section II, to support those claims.

The recommended compatible techniques are not limited to ground-based facilities.
They can be applied equally well to airborne systems, ships, and spacecraft, sometimes with
minor modifications. Originally the program was driven by the desire to make other
standards and practices compatible with EMP reguirements. However, we have been able to
examine interference control at a fundamental level, and as a resv:tlt, all electromagnetic
disciplines will benefit. " The long~term goal 1s still a unified electromagnetic specifi-
cation and standard, embracing all electromagnetic disciplines in a compatible way. In the
interim, existing standards can be reviged to recommend and permit compatible practices.
Our review of over 70 military and civilian sgpecifications and standards (see Part I)
revealed many standards that permit incompatible practices, but only a few that require
incompatible practices, primarily involving grounding and shielding.

B. INCOMPATIBLE PRACTICES.

Let us define what we mean by “"incompatible practice.” It is a practice that is not
compatible with the fundamental approach to broadband EM interference control. This

*,, 8
Unification of Electromagnetic Specifications and Standards, Part 1I: Evaluation of

Existing Practices,” hereaftdr referred to as Part I, Interaction MNote 420, dtd 15 July 8l.
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approach, described in Part I, implements interference control by placing an effectively
impervious barrier between the source of interference and a potential victim. This defini-
tion 1is ﬁseful as long as interference control is interpreted as broadband separation of
source and victim. In that case, any practice that is compatible with thé fundamental
approach will also be compatible wiEh all other such practices. Any practice that is
incompatible with the fundamental approach will be incompatible with some other practices.

During the review of the electromagnetic specifications, standards, and installation

guidelines, it became clear that the terms "grounding, bonding," and “shielding"” are used
very loosely, and often the wrong terms are used. We have devoted a full chapter in Part I
on this subject, and we stress again that a clear understanding of the functions that these
terms describe 1is important for effective interference control techniques. We briefly

repeat the definitions of the three terms here.

Bonding, probably the easiest of the three terms, 1s simply the act of making a good
electrical (and mechanical) connection. Good grounding and shielding practices depend on

good bonding.

Grounding is making a conducting connection either to earth or some other conducting
body. . The primary goal of grounding is safety for personnel, equipment, and buildings.
Grounding can prevent dangerous potential differences between nearby objects, prevent
static charge buildup, and provide a path for fault or lightning currents. Grounding

cannot eliminate interference or provide an infinite current sink.

Shielding is a valuable interference control technique. To be effective, a shield
must be closed. If it is closed, it is immaterial whether it 1s grounded or not — the
function of the shield 1s influenced by the closure, not by grounding. This is also true
for cable shields: the question for interference control is not whether the cable shield

is grounded at one end or at both ends; the cable shield must be closed at both ends.

Most incompatible practices found during the review can be traced to two generic
practices: wusing a penetrating ground conductor, and using a cable shield that is open (it
may or may not be|grounded). Therefore, these two practices were studied extensively, and
laboratory experiments, discussed in the next section, were conducted to demonstrate the

effects of penetrating ground conductors and open cable shields.

1. Penetrating Ground Conductoars.

A grounding conductor that penetrates a barrier connects the two volumes that the
barrier would otherwise separate. As a consequence, any interference present in one volume
will be coupled to the other. Strictly speaking, the violation of the barrier is only a

local one. However, because of the ubiquitous nature of many ground conductors, the inter-



ference may be distributed throughout the protected volume. 4 “signal reference” system

may thus become an interference distribution system.

There 1s rarely a good reason for a grounding conductor to penetrate an electromag-
netic barrier. However, some installation practices are firmly established and may take
some time to change. Following are a few of the reasons that are frequently cited for the

necesgsity of such penetrations.

Safety: Although the National Electric Code (NEC) does not require that the green
wire penetrate metal surfaces, it certainly permits the practice. The purpose of the green
wire i1s to provide a path to the earth ground for the fault current to flow. It is immate-
rial whether this path consists of a single wire, or whether it includes parts of sheet or

other metal, as long as the conductive path 1s contianuous and not easily interrupted.

Signal Reference: It 1s often desirable to iInterconnect different circuits, or even

different equipment units. Since the circuits and equipment may not be at the same
potential, it has been proposed that their signal references should be connected together
to bring them to the same potential. At dec, equalizing the potential is limited only by
the IR drop along the signal reference conductor; this potential drop can be made reason—
ably small. However, no information can be transmitted at dc. At the interference
frequencies, the inductance of the signal reference conductor, and thus the IwL drop,
becomes important. Reducing the inductance of a long conductor 1s not practical. Hence,
equalizing the potential of equipment units separated by more than a few feet cannot be
achieved realistically, {.e., at -the interference frequencles. Furthermore, if other
connections are made to a common earth ground point, such as lightning downconductors and
power grounds, the potential of the “reference"” point may fluctuate many orders of maghi-
tude. The connection to the earth ground point allows lightning and power—switching
translents to propagate onto the signal reference conductor. When a signal reference is
confined to the inside of a metal equipment case, it 1s completely within a zone, so either
a single or a multiple ground can be used. The requirement for a penetrating ground con=
ductor thus vanishes. Furthermore, interference waves on the grounding conductor cannot

propagate through the barrier.

Lightning: Since lightning is a transient phenomenon, a lightning conductor should
never penetrate a barrier surface if it is desired to keep the transients outside the

barrier.

To summarize, any grounding conductor can be ‘terminated on a barrier surface and
regenerated on the other side, instead of routing it through the barrier. One way of doing
this is shown in Figure 1., The experiments described in Section II show how much can be

gained by a topological ground design compared to a penetrating ground.
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FIGURE 1 INTERNAL AND EXTERNAL GROUND CONNECTIONS

2, Cable Shield Terminations.

In the general approach to interference control described in Part I, a cable shield is
viewed as an extension of the barrier surface represented by the equipment housing. Thus,
the proper cable shield termination 1is to close the cable shield by making it continuous
with the equipment case. A closed electrodynamic shield works whether it i1s grounded or
not. Thus, grounding the shield — but leaving it open == will only provide electrostatic

protection, but no dynamic attenuation.

If two equipment units are connected by a shielded cable, the shield should be con-
nected peripherally to the equipment  housing. In some applications this may lead to an
undesirable ground loop. Ta correct this, the loop current should be interrupted, but not
by interrupting the shield. For example, either one of the equipment units might be
floated. The effects of interrupting the shield are demonstrated by the experiments,
described in Section II, which show that at some frequencies the penalty for not closing

the shield can be severe.

C. CONSISTENCY AND EFFECTIVENESS.

Electromagnetic compatibility (EMC) practices sometimes conflict with each other (see
Part I) as well as with practices for developing immunity against broadband electromagnetic
threats. For example, when an existing system is to be hardened against the EMP, extensive

changes may be necessary in the design of the system ground, penetration treatments, and

11
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configuration. Sometimes it 1is less expensive to build a new facility than to harden an
existing one, particularly if only part of the functions of the existing system need to
survive the EMP and 1if traditional interfefence control procedures ;have been used.
However, even the hardening of new systems 1is frequently more expensive than it need be
because of the extensive effort required to ensure that some of the common practices do not

subvert the hardening design.

For these reasons, it seems advantageous to develop interference control standards and
techniques that do not conflict with each other or with EMP hardening techniques. Includ~
ing such techniques 1in new system designs is cost-effective, since only minimal changes
would be required if EMP hardening is specified at a later time. Furthermore, all inter-
ference control techniques will be more cost effective if techniques are used without

mutual conflicts.

D. KEY ISSUES.

A closed barrier that separates the source from the victim is the fundamental element
in the approach to broadband interference control. A rationale has been presented in
Part I for making the barrier reduce the stress caused by an external source to a level
below the threshold of the protected system. However, many key issues still need to be
resolved: (l) how to identify the best threshold, (2) how to specify this threshold, (3)
how to incorporate this information into the specification of the barrier, and (4) how to
test and qualify the barrier. These issues are discussed below. Whether immunity should
be allocated at the system level, unit level, or both must also be determined. This issue
is addressed in Section III.

1. Threshold Considerations.

The damage level of a system (subsystem or component) might seem to be a logical
choice as the threshold to be specified. However, damage levels even for components (let
alone subsystems and systems) are ill-defined and are usually not controlled or specified
by manufacturers. The damage level for a component may differ by orders of magnitude for
the same component from two manufacturers, or even from two lots made by the same manufac-
turer, and the spread of the damage level within one lot of components may be large.
Attempts have been made to deal with the damage level on a statistical basis, but damage
statistics do not always obey simple distributions. Furthermore, in the case of EMP hard-
ness, the use of damage as a threshold often requires confidence that the system will

tolerate a larger stress In the event of war than Lt is ever exposed to in peacetime.

Several other thresholds require consideration: the level of system—generated

transients, the upset level, the level of interference at which no change occurs in the

12
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mean time between failure, and the system operating level. These are probably all {(except
the operating level) close to the same level and are transient levels to which the system
i8 exposed routinely. The level of system-generated transients has the following
advantage: the system regularly tolerates the system-generated transients. Hence, 1if
transients caused by external sourées (EMP, 1lightning, switching transients, etc.) are
reduced to this level or below, the system should function independently of these external
sources. Moreover, because the system—generated transients are always present, the system
continually tests itself during normal operation. This last feature is not inherent in
thresholds based on the damage level; 1in fact, 1t would be difficult to verify that a
system 1s protected against an external source 1f 1t had to be tested to the damage

level. Figure 2 illustrates the various thresholds.

BARRIER
DAMAGE
-t
g SOURCE LEVEL
o {external transients) \ DISTRIBUTION
. = \ :
[&]
g \ INTERNAL
<4 \ TRANSIENT
s \ J LEVEL
& e ———— ———
™4
z
“QUTSIDE" “INSIDE"

FIGURE 2 BARRIER EFFECTIVENESS REQUIREMENT

In addition to these considerations, the consequences of a particular choice of
threshold on accuracy of specification, reliability, system integration, ability to test
compatibility with other requirements, confidence in system hardness, and so forth, must be

evaluated.

2. Threshold Specification.

Once a transient threshold has been selected, it must be quantified. Although it is
not yet clear which parameters are necessary to define or specify a transient threshold,
the following appear to be important quantities: the integral of the waveform, the peak
amplitude, and the maximum rate of rise. Neither is it known whether these quantities are
sufficient to characterize the transient threshold. An attempt has been made to incorpo=-

rate these parameters into a draft EMP standard, which is currently under review.
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Another difficulty arises from the many power and signal conductors that may be con-
nected to an equipment unit. Even with only 20 conductors, a unit can be excited (and can
fail) in 400 different wire-to-wire and wire-to-ground modes. Only a few way be important
to wslectromagnetic interference considerations, but the method of determining which are
important, and of controlling the design and manufacture so that only those are important,
is yet to be determined. Current EMC standards specify a narrowband continuous-wave stress
and a transient injected on the whole wire bundle or on a few selected wires, but the

relation of the specified stress to system enviromments 1s not known.

In addition to interference conducted to a unit, the electromagnetic environment will
induce surface charges and currents on the equipment enclosure. We must determine which
distributions of charges and currents can induce the threshold response, how many of these
distributions the external (or internal) source interacting with the system can induce, and

which parameters are necessary to describe the induced charges and currents.

3. Barrier Specification.

A number of 1ssues affecting specification of protection must be addressed. For
example, we may have to distinguish between an interface requirement {(within an environ-
mental zone) and a barrier requirement (between two zones). The former 1s a compatibility
criterion; the latter is an immunity or emission criterion. The effects of these require-
ments on system manufacture and procurement must be evaluated. Pregent EMC/EMI practices
blur the distinction between interface and barrier requirements; for example, cable shields

are sometimes not considered part of the electromagnetic barrier system.

Configuration control is another issue affecting the barrier épecification. Because
comnunication facilities are subject to frequent modifications, these facilities should be
designed so that equipment location within the facility 1is relatively unimportant. For
example, if EMP survivabilicty {s to be insensitive to equipment location, the barrier at
the facility level must make the internal enviromment effectively independent of the EMP.
On the other hand, the configuration of the facility—level barrier may have important
ramifications on the reliability and maintainability of the barrier. The barrier that
contains many joints, conduits, cable shields, connectors, and other components, is topo-
logically the same as a simple, one-piece, facility~level shield; but the opportunities for

failure or malfunction are much greater in the complex, multicomponent barrier.

4, Qualification Tests.

Test procedures to qualify components, subsystéms, and systems must be specified, and
to be meaniﬁgful, the test must be relatable to an operational environment. At present,

this is very difficult and often impossible. Test techniques that can be traced to opera~
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tional conditions must be developed, so that passing a test can ensure survival in a

particular environment.

To achieve this goal, the interfering source must be carefully specified, and inter-
action mechanisms must be identified. The test source must be relatable to the actual
gource. Omne way to do this would be to simulate the actual source. However, simulating an
external interfefeﬁcé4source is not sufficient to characterize the operational environment,
because the spurce interacts with the facility structure between the source and the
location of the equipment under test. Thus, the operational environment at the location of
the equipment 1is quite different from the external environment. The deeper inside a
facility a subsystem is located, the more difficult it becomes to analyze and describe
accurately the interaction mechanism between the external source of interference and the
subsystem in question. Fortunately, deep inside a facility, the most likely interference
will come from the system itself rather than from an outside source (even a high-altitude

EMP), and hence, the dominant sources would be system-generated transients.

The practical solution is to reduce external threats to levels below system-—generated
transients. This eliminates the necessity to simulate the interaction of external sources
with the internal structure of the system.

Any C3

version, etc. (see Part I, Appendix D). As mentioned above, deep inside a system, tran-

facility generates transients from switching cyclic loads, motors, power con-

sients from these sources are very likely larger than those induced even by strong external
sources. The system—generated transients would thus be the dominant stress at the unit
level. To specify a meaningful test that can be related to an operational environment, we
need to know the characteristics of those transients. At present, we have insufficlent
reliable data on system—generated transients. Further work is necessary to identify the
principal sources of system—generated transients, to characterize the important properties,

and to specify typical peak values of those transients.

If the system~generated noise is dominant, it can be used as the stress that units
must tolerate. Although the system~generated noise can be controlled, it is not known how
much control is reasonable. However, two conceptual limits for what constitutes reasonable
control exist. No benefit will accrue if very stringent internal noise control is applied
so that the outside source becomes the dominant stress. To verify continued system hard-
ness 1in such a case, the system would have to be tested often with a test directly
relatable to the external threat level. On the other hand, if exceptionally severe sources
of internal transients are not controlled, excessive costs will be incurred for providing

immunity to those few severe sources.
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At present, no military standards or specifications exist that could be used to design
an adequate test relatable to external sources of interference like EMP and lightning. At
the facility level, MIL-STD-188-124 gspecifies practices and methods to be used in assem~
bling a facility, but it specifies only a few system functional requirementsf no test
procedures at the system level\ are 'required or established. Facility qualification
standards are needed to evaluate facility immunity to incident fields and to currents and
voltages on external lines, cables, and waveguides. However, procedures may depend on the
shape, location, and complexity of facility barriers, as well as on the fidelity of the

simulation required.

At the rack level, tests are done Iin accordance with MIL-STD-461/462., These tests are
not relatable to the external sources, because these sources interact with the rack through
the facility structure. If the fields are at all significant at the rack level, they will
be quite complicated. The same applies to transients on signal, power, and grounding con-

ductors. Furthermore, all these stresses depend on the facility as well as on the source.

At the unit level, similar considerations apply, except that the complication 1s even
greater, because there are now {at least) two levels of poorly defined interactions between

the source and the unit.

Since we evidently cannot specify high-fidelity simulation at the rack or unit level,
we need to find the best compromise; we also need to know what we are giving up when we
make a compromise. Such a compromise will depend on barrier shape and complexity of a
facility. In a very complex system with complicated barrier shapes, exposed cabling, and
grounding systems, it is extremely difficult to understand the Eroadband, high~stress
interaction of the facility with external transient sources. It would be difficult to
devise an economical test to evalute one such facility, let alone a family or variety of
very complex facilities. The immunity of simple systems is more easily evaluated and

tested.

In addition, an adequate test must provide an appropriate stress, and it must allow
the unit to respond as it would in an operational setup. This means that all significant
sources and loads to which the unit would normally be connected must be present (or simu—
lated) in the test. Only the dominant excitation (cable currents and voltages) need be
used, 1f it can be demonstrated that surface fields are insignificant. It is not practical
to develop a separate test setup for each source condition (angle of incidence, etc.) and
for each application of a unit. It has been suggested that some norm that bounds the set

for all known applications and sources could be determined.
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E. REVISION OF EXISTING SPECIFICATIONS.

As a first step toward a unified electromagnetic standard, specifications and prac-
tices need to be revised to remove the incompatibilities that presently exist. The ideal
barrier cannot be achieved, but whatever steps that are taken toward the topologically
closed barrier will be beneficial; any steps taken away from the ideal will be detri-
mental. We have discussed the most important practices that are incompatible with the
closed barrier approach, namely the penetrating grounding conductor and the interrupted
cable shield.

¢

The revision of those standards that require incompatible practices 1s straight-
forward: change the practice to a compatible one. A bit more subtle are changes to fﬂose
standards that merely permit incompatibilities. The NEC, for example, does not require any
incompatible practice, but the way the code 1is implemented results in such practices.
Because the NEC 1is enforced by local authorities that have jurisdiction, it may be diffi-
cult to revise it to eliminate incompatible practices (although it might be argued that the
“"advice” given by the NEC should contain explicit instructions that lead to compatible

practices).

Part I commented on the inadequacy of shielding effectiveness measurements according
to MIL-STD-285 and IEEE~PRP-299, and the need for alternate ways of performing such
measurements. An alternative way of measuring the shielding effectiveness of enclosures
has not yet been found. In view of the unimportance of diffusion it is questionable
whether it 1is even necessary or desirable to make such measurements. To be sure, shielding
effectiveness. measurements are desirable to the extent that they can reveal flaws and
imperfection in an enclosure. But a test must yleld uniform results, regardless of who
performs the test. Measurements performed in accordance with MIL-STD-285 do not fulfill
that condition.
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II VERIFICATION QF NEW TECHNIQUES

A. OVERVIEW OF EXPERIMENTS.

Laboratory experiments were performed at SRI in three areas: grounding practices,
shield terminationg, and aperture coupling. These areas appear to be the most important.
Grounding practices can have a 1arge impact on interference control, even though grounding
per se cannot be used as part of a barrier, as explained in Part I. However, because poor
grounding practices can defeat an otherwise excellent barrier, great care must be taken not
to allow grounding conductors to penetrate barrier surfaces. To demonstrate the magnitude
of the impact of a penetrating ground conductor, we compared a topologically proper ground

and an improper one.

It is common practice to terminate the shield of a shielded cable in a pigtail. The
shield is then either “"grounded” at both ends, or at one end only. We have argued in Part
I that the proper procedure is to close the shield; whether it 1s grounded or not has no
direct effect on the performance of the barrier as an electrodynamic shield. We have now
condycted a set of simple experiments to demomstrate that a "closed" cable shield is

superior to an interrupted but grounded omne.

Finally, we performed numerous experiments Lnvolving aperture coupling, particularly
for apertures that are small compared to wavelength. Although further ressarch in this

area is needed, several conclusions have been reached (see Section II-D).

The importance of the experiments described below 18 not only in demonstrating and
verifying the superiority of the new interfererice control techniques, but also in the
fundamental nAture of the experiments. It is rare to see results in the literature that
deal with fundamental concepts; more often, one particular parameter is studied without

controlling the experiment sufficiently.

B. GROUNDING PRACTICES.

Broadband interference control is not achievable if grounding conductors penetrate
barrier surfaces. To determine how much attenuation is lost 1f such a penetration is
permitted, we designed a simple experiment to demonstrate quantitatively the superior
nature of the topological ground. In Part I, Appéndix C, we reported on similar experi~
ments (conducted with a large shielded room) that compared a penetrating ground return

(pigtail) with a topologically proper return. The measurements were done in the time

18




domain; we measured the peak voltage induced in the largesﬁ loop inside the shielded room
by a transient applied to the outside of the shielded room. These measurements showed that
the topological ground 1s preferable in the high-frequency regime. However, most barrier
compromises appear to arise from low-frequency considerations. The present~experiments
were therefore designed to reveal thé behavior of ground systems at frequencies below

100 kHz. CW signals were used instead of transients to obtain the necessary dynamic range.

A small die-cast instrumentation box was used to simulate an equipment enclosure. The

box was approximately 15 cm long, 10 cm wide, and 8 cm high. Inside, an operational ampli-

«fler powered by a battery measured the open-circuit voltage induced on the wall by an

interference source on the outside. Two configurations were tested (Figure 3). The first
simulates a penetrating signal ground (Figure 3a); the measured voltage was set to 0 dB by
definition. The second configuration simulates the topologically proper ground
(Figure 3b); the voltage measured in this case was normalized to the one measured with the

penetrating ground.

sa ]

5Q
EFFECTIVE
GROUND ROD
IMPEDANCE

/44444000

(s) PENETRATING GROUND

52

A4

{b) “TOPOLOGICAL GROUND

FIGURE 3 TEST SETUP (symbolic)
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All measurements were performed with a substitution method. The dynamic range
obtained was in excess of 140 dB. The operational amplifier had a very high input imped-
ance« Therefore, the 5 0 resistor in series with the amplifier can be neglected in the
case of the penetrating ground; the resistor serves as a load for the current source in the

case of the topological ground.

The results of the measurements are shown in Figure 4. As mentioned before, the
penetrating ground voltage was set to 0 dB by definition. By comparison, the topologically
proper ground gives an open-circuit voltage of =115 dB, even at the lowest frequency
measured. Above about 20 kHz, the shielding inherent in the metal walls of the box begins
to be effective. It is instructive to note that the topological ground is better even if
there 1s a large aperture (without penetrations), Curve 2 in Figure 4 shows the same
measurements as curve l but with the 1lid removed. At the lowest frequencies shown there {s
no difference in the open-circuit voltage induced inside the box. However, at the frequen-
cies where the walls become effective as shields, the open aperture begins to show its
effect. At frequencies above 100 kHz the effectiveness of closing the box can be seen in

the difference between curves l and 2.
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FIGURE 4 OPEN-CIRCUIT VOLTAGE V,. AS A FUNCTION OF FREQUENCY.
Setup as in Figure 3b. (1) box closed, (2) lid removed,

The exact level of the open—circuit voltage depends primarily on two factors. The
first 1is geometrical: the voltage will be different If the measurement point is at a
different location. We found a variation of up to 6 dB due to this factor. The other
factor is the "ground rod impedance.” We chose 5 Q as being a representative impedence of
a typical ground rod, although the impedance could be as low as 1 Q, or higher than 20 Q.
The higher the impedance, the more important it is ‘to use a topological ground system.
However, even with a 1 @ ground rod, the difference between the two ground systems is more
than 100 dB.
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The experiments were designed to explore differences in ground systems in the low—
frequency regime. An extrapolation of curve l in Figure 4 shows that in the high-frequency
regime the performance advantage of the topological ground is even larger than in the low-

frequency regime where the margin is already more than 100 dB.

c. SHIELD TERMINATIONS.
1. Background.

The experiments described below were designed to demonstrate the effectiveness of a
circumferential shield termination. The results also helped to explain why controversial
practices, such as pigtails, are effective 1in some applications but ineffective in
others. In the topological view, cable shield is a continuation of an equipment enclosure
barrier, and therefore the topologically proper termination is a circumferential connection
of the cable shield to the equipment enclosure or entry panel. Many connectors are avail-

able that achieve a satisfactory circumferential bond.

In most practical cases involving interference propagated along cable shields, the
situation can be described in a simplified way as follows. Two equipment units in metal
enclosures contain circuits that are required to communicate with each other. The two
units may be mounted!in the same rack or a considerable distance apart. In any case, the
interconnecting cables may be exposed to radiated interference from some source (EMP,
lightning, system—generated transients), and a shielded cable is often used to prevent this
interference from interacting with the circuits. The equipment enclosures are usually
grounded to the rack or in some other way; however, depending on the separation, the two
enclosures may not necessarlily be at the same potential. If the cable:shield 1s connected
to both ehclosures, a current would flow on the shield, which in turn could induce inter-
fering currents on the core wires. Alternatively, a rgdiated field may interact with the
loop formed by the cable shield, ground plane, and equipment enclosures and induce an

interfering current on the cable shield.

This problem is generally recognized, and different techniques are used at present to
solve it, depending on the frequency range of the interfering signal, or more often,
depending on the operating frequency of the two interconnected wunits. At radio
frequencies, the cable shield is grounded as often as bossible to minimize the loop area,
while at low frequencies, the cable shield is disconnected from one equipment unit to

prevent the loop current from flowing.

We devised simple experiments to simulate this situation and to demonstrate the
effects of different cable shield terminations. Two small instrumentation boxes made of

die-cast aluminum were separated by a distance of 2 m and connected by a coaxial cable in
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one case and a shielded twisted pair in the other case. We shall describe each of these

experiments in turn.

2. Shielded Single Wire.

The test configuration is shown schematically in Figure Sa. We used an RG 62/U
cecaxial cable terminated by a resistoer equal to the characteristic impedance of the
cable. To drive an interfering current on the cable shield, a varying magnetic field could
have been used to induce an emf in the loop consisting of the cable shie%d, the two boxes,
and the ground plane. The alternate excitation would have been to inject a current into
the ground plane such that the two boxes would be at a different potential. For sim-

plicity, we chose to isclate one of the boxes from the ground plane and to inject an inter=

{ : SEPARATION: 2 m - {
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(2) SHIELD TERMINATED AT BOTH ENDS (pigtail}
{3) SHIELD TERMINATED AT BOTH ENDS (BNC connector) _

< (b} NORMALIZED CURRENT 12
FIGURE 5 EXPERIMENTS WITH CCAXIAL CABLE (RG 62/U)




fering current directly onto Box l, as shown in the figure. This mode of excitation is
equivalent to the former two in thét a current is excited on the cable shield. Therefore,
any conclusions drawn from these experiments regarding shield terminations also apply to
the case where magnetic fields interact with the loop and induce a shield\current, or to

the case where the two boxes are at different “ground” potentials.

We measured ghe current 12 inside box 2 and compared it to the driving current Il in
order to study the effectiveness of each termination. The ratio 12/11 is plotted against
frequency in Figure 5b for three different shield terminations. The experiment was set up
to demonstrate effects of the different terminations when the whole circuit 1s physically
small compared to wavelength. As the separation between the two boxes approaches a sub-
stantial fraction of a wavelength, resonance effects are expected to occur. They will tend
to obscure the underlying phenomenon being studied. We have included measurements at those
frequencles to put the remainder of the data in proper perspective. Hence, a conspicuous

feature in the figure 1is the resonance near 25 MHz.

If the shield is terminated at one end only (curve 1) the entire source current is
forced to flow through the internal receiving circuit in box 2, 1i.e., 12 = I,. This Is
true as long as the!small capacitance between box 1 and the ground .plane can be neglected,
which appears to be valid for frequencies below 5 MHz. At those frequencies, the cable
shield has no effect other than providing electrostatic protection. The same result would
have been obtained with a magnetic field as the interfering source. While the interrupted
shield would prevent an interfering current on the shield itself, the same emf would now be
induced on the center conductor and cause an interfering current to flow. This fact is
often not appreciated when a cable shield is isolated from an equipment enclosure in an
effort to prevent an interfering current from flowing on the shield. There may be good
reasons for interrupting such a current, but not for interrupting the shield, as will be

seen shortly.

Curve 3 shows an IZ/II ratio of about =78 dB at frequencies below 5 MHz. That there
is any measurable current I, 1s due to leakage through the cable shield and to imperfec-
tions of the terminations and the two enclosures. The value of =78 dB therefore represents
the best attenuation that can be achieved in this particular setup. Curve 3 is independent

of frequency below 5 MHz. (The dynamic range of the measurement setup was about 120 dB.)

By contrast, Curve 2 1s proportional to frequency within the range shown. This {is
explained by the additional coupling introduced by the two pigtails, which can be inductive
in nature for a range of load impedances.1 This type of coupling is expected to be propor-
tional to frequency. At a frequency of 10 kHz (extrapolated to the left in the figure), we
would expect Case 2 to give an 12/11 ratio of =90 dB; however, it would be impossible to
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achieve this value because of the limitations previously mentioned. Curves 2 and 3

actually meet at approximately 20 kHz; below that frequency, the two are indistinguishable.

An important conclusion can be drawn from these considerations. At audio frequencies,
pigtails are indistinguishable from closed shields (BNC connectors); however, at higher
frequencies, closed shields are clearly superior to pigtails as shield terminations. Thus,
pigtails could be used for circuits operating at low frequencies without any impaired per-—
formance, but only 1f there were no interference expected at high frequencies. In
practice, this 1Is almost never the case, because so many interference sources are transient
and therefore broadband in nature. An argument often heard states that the circuit under
consideration will not respond to interference outside 1its operating band. This may be
true for very low—level interference, but it is becoming increasingly evident that solid=-
state devices are vulnerable to broadband transients (e.g., electrostatic discharges). The
clrcult designer must therefore take a broader view and include some high-frequency inter-
ference considerations even for a circuit operating at low frequency. The approach to
interference control described in Part I provides a simple, yet effective tool to accom=

plish this goal.

3. Shielded Twisted:Pair.

Experiments similar to those described above were performed with a shielded twisted
pair replacing the coaxial cable (Figure 6). For these experiments, only the termination
of Box 2 (the recelving end) was varied. In addition to the three basic variations — no
termination, pigtail, and RF connector -- we also included measurements with unbalanced and
balanced circuits. The six different arrangements are shown in Figure 6a, with correspon-

ding curves in Figure 6b.

The resonance effects again occur when the separation between the boxes approaches a

substantial fraction of the wavelength. The interpretation of the results is essentially'

the same as before. If the shield is not connected to Box 2 (Case 1), all of the source
current 1; 1s forced to flow through the receiving circuit in Box 2. A circuit analysis
gives I, = 0.25 I}, which corresponds to =12 dB (Curve 1). The pigtail terminations
(Case 2 and 24) show the same frequency dependence that was observed with the coaxial
cable. Note that a pigtail terminated on the outside of the enclosure (Curve 2A) can be
about 6 dB better than a pigtail carried into the enclosure (Curve 2). The curves for the
pigtails intersect the curves for the RF connector, and so the same conclusions are reached

as before.

-

Experiments 1 through 4 1in essence measured the common-mode current induced in the
receiving circuit. If the load is balanced, as in Case &4, one could reasonably expect that

the currents in the two branches are equal, at least to the degree the circuit can be

24

LY Y




| -
i ' m

BOX 1 |
o r—_—lsoon RF CONNECTOR BOX 2
| STP —l
30002 = oot ‘
INSULATOR | OROUND PLANE ’ ]
CASE 1
. ‘ T
q T _Jeg _ [
| ? | ? = 17 Bon S
60092 l 60092 l 6002 l % =
3 3 3 3009 1, 3000 1
! ) )
CASE 2 CASE 24 CASE 3 CASE 4 CASE §
(I - T'p)
. (al TEST SETUP; ONLY TERMINATIONS AT BOX 2 WERE VARIED 2
r T T T T T T T T T T T T T T T T
- .
ok 3
- ]
— .
r 3
- .
.
]
0.1 1 10 100
FREQUENCY (MHz)
(1} NO SHIELD TERMINATION
(2) PIGTAIL, INSIDE
(2A] PIGTAIL, OUTSIDE
(3) RF CONNECTOR, UNBALANCED
{4) RF CONNECTOR, BALANCED
(5] NORMALIZED DIFFERENTIAL CURRENT

{no shield termination)

(b}  NORMALIZED CURRENT I, (Curve 5 shows the normalized differential current I - 1yl

FIGURE 6 EXPERIMENTS WITH SHIELDED TWISTED PAIR

25



balanced. Curve 5 shows this differential current, without a shield termination. That is,
Curve 5 should be compared to Curve l. The figure shows that balancing the load 1s advan=-
tageous, even in the resonance region. At low frequencies, the difference between common
mode and differential mode is well over 80 dB. Im fact, compared to any of the unbalanced
configurations that were tested (Curves ! through 4), the balanced circuit offers 20 dB
better performance, even without a shield termination. If the balanced configuration is
combined with a circumferential shield termination, the difference between common mode and

differential mode can be expected to exceed L00C dB.

Note again that the shielded twisted pair with the shield not terminated and an unbal-
anced load (Case 1) provides no advantage (beyond electrostatic protection) over a single

wire with ground return.

4 Conclusions.

The experiments underscore the importance of a circumferential cable shield
termination. Topologically, a cable shield is a continuation of the equipment enclosure to
which it 1is connected; the circumferential connection ensures the integrity of the barrier
at the cable entry point. In additiom, the experiments demonstrate that, although pigtails
are indistinguishable from a circumferential termination at low freqpencies (audio), there
i8 a dramatic difference in performance as the frequency increases above the audio band.
Because so0 many sources of interference are broadband sourcés, such as system—generated
transients, 1lightning, EMP, and electrostatic discharges, it is imperative that these
effects be considered even when designing circuits and »subsystemé that operate at low

frequencies.

D. APERTURE COUPLING.

If all wire penetrations of a shielded wvolume have been properly treated, the
apertures on the exterior surface of the barrier can become significant points of entry for
electromagnetic interference. These apertures may be in the form of holes or openings on
the surface or in the form of seams and joints. Energy that enters through the apertures
can interact with internal conductors to produce currents and voltages at equipment
terminals. Figure 7 describes a general example of a volume containing wire penetrations

and apertures.

To solve the aperture problem, the system designer must: (1) determine quantitatively
the effects _of the apertures on the internal voitages and currents, and (2) develop
measures for “"closing” those apertures that affect system performance. Aperture problems
are closely tied to the problems involved with developing meaningful specifications,

standards, and test procedures. What is required 1s a measurable performance criterion
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FIGURE 7 SHIELDED VOLUME WITH APERTURES AND WIRE PENETRATIONS

that can be related in a unique way to the effectiveness of the barrier surface in reducing

the internal interference caused by external sources.

Several parameters exist for defining this measurable performance criterion for

apertures:

(1) Energy that enters the volume through the apertures.

(2) Electromagnetic field distribution inside the volume as a result of the
external interference sources.

(3) Currents and voltages 1induced on conductors inside the volume by
external interference sources.
For any of these options to be useful, both the electromagnetic coupling properties of the
aperture and the susceptibility of the system elements must be expressable in terms of the

listed{parame;ers ({.e., energy, fields, currents, and voltages).

The general aperture coupling problem described in Figure 8 can be formulated in terms
of any of these parameters, although an exact solution of the problem may be impossible to
obtain for an actual system« The susceptibilities of the elements inside the volume in-
clude the concepts of both damage and upset thresholds. Damage thresholds for some system
elements may be understood in terms of energy, but this 1is not applicable for many
elements. For example, capacitor failure thresholds are generally a result of an over-
voltage and cannot necessarily be expressed in terms of energy. Some semiconductor compo—
nents have failure thresholds that can be directly related to energy, but these thresholds
are not well defined statistically. Neither can susceptibilities be related directly to

field quantities. Thus, it appears that the third parameter =-- currents and voltages on



®

E, H = INCIDENT FIELDS

SKIN CURRENT

NORMAL ELECTRIC FIELD

; * SURFACE CURRENT DENSITY ON INTERNAL CONDUCTOR
i = INDUCED TRANSIENTS AT EQUIPMENT CONNECTOR

m
=3 &
" 58

x
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internal conductors -— holds the most promise for developing measurable performance ‘

criteria for a barrier surface.

The following paragraphs discuss the aperture coupling problem in more detail and
relate the recent advances in the understanding of the problem to the development of

meaningful specifications, standards, and test procedures.

le Theoretical Background and Implications.

The types of apertures encountered with typical facility shields are holeg with
maximum dimensions of a few meters, long narrow slots, or seams. For analysis purposes,
these apertures can be considered "small,” that is, the characteristic dimension 18 much
smaller than a wavelength. Long narrow slots and seams are considered ag distributed small
apertures, and thelr coupling properties can be expressed per unit length. With the dis-
cussion being limited to "small" apertures as defined above, the following discussion of
the theoretical background is generally valid for frequencies below 100 MHz. This i3 not a
severe restriction, since’ the spectral content and coupling transfer functions appropriate
for nuclear EMP and lightning are usually insign;ficént above 100 MHz.

2,3

\

Two recent publications present excellent reviews of the literature describing

aperture coupling. These problems are difficult to analyze, especially the case of an
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aperture on a cavity containing equipment and wiring. The only configuration for which
analytically rigorous results are available is that of a small circular aperture on a con-
ducting plane of infinite extent. Numerically "accurate" results are available for some

3 These were obtained by a numerical solution of

cavity and aperture configurations.
integral equations in terms of the unknown aperture field components. The aperture fields

were then considered as sources for the fields existing behind the aperture.

The mechanisms of field leakage through an aperture are described in Figures 9 and
10. The normal electric field and the tangential magnetic field couple through the aper-
ture to interact with conductors and wiring loops behind the plane. As the figures imply,
this coupling problem is equivalent to the problem of electric and magnetic dipole sources
located at the aperture with the aperture shorted. These sources, radiating in the

presence of the conducting plane, produce the same fields in the shadow region as do the

e

(s) (b} {c)

FIGURE 9 ELECTRIC FIELD APERTURE-COUPLING GEOMETRY. (a} impressed
electric field perpendicular to screen with no aperture. (b} Electric field
near aperture in screen, {¢) Equivalent electric dipole {on screen with no
aperture) and its electric field far from aperture.

— (V=

(o} (b} {e)

FIGURE 10 MAGNETIC FIELD APERTURE-COUPLING GEOMETRY. (a) Impressed
magnetic field parallel to screen with no aperture. (b) Magnetic field
near aperture in screen. {c} Equivalent magnetic dipoie {on screen with
no aperture) and its magnetic field far from aperture.



original external sources. Formally, the problem is reduced to finding the dipole moments

of the equivalent sources and computing the fields produced by these sources.

The presence of a paftially filled cavity behind the aperture provides further compli-
catlions. For these more realistic geometries, the dipole moments must be modified to
account for the effects that the cavity and the equipment inside have on the apertﬁre
fields. This is a very difficult problem for the general geometry of a cavity with aper-
tures. Even 1If we could determine the modified dipole moments, the problem of calculating
the existing fields inside the partially filled cavity still remains to be solved. For the
types of partially filled enclosures normally encountered, thisltoo is a very difficult
problem. ’

a. Bounds on Transients Coupled to Single-Wire Circuits.

It is well known within the EMP community that it i1s impossible to predict with a
reagonable degree of accuracy the transisnt voltages and currents induced on individual
conductors inside a volume filled with equipment. The most recent research into this
problem indicates that upper bounds may be able to be developed for these transients. A
recent paper by Davis4 develops expressions for bounds on the transients induced on a
single éerminated wire behind an aperture. The equivalent dipole moments of the aperture
are bounded, the fields coupled to the wire are bounded, and the resultant voltage and
current sources driving the wire-to-shield transmission line are bounded using relatively
simple algebraic expressions.

Recent work by Casey5 and by Hamm and Grafa’7 has proposed and verified a quasi-static
model for aperture coupling. An important outcome of this work has been the development of
new measurements that are related directly to the aperture's coupling properties and that
can be related to the upper bounds of induced transients.6’7 The theoretical study by
Casey indicated that a small clrcular aperture can be considered as an inductance, and that
the voltage induced across the aperture by magnétic field coupling is the product of the
inductance and the time derivative of the external surface current intercepted by the aper~
ture. The measurements by Hamm and Graf verified this analysis. Figure 11 shows the
external current driven over the aperture and the resulting voltage measured across the
aperture on the inside of the test volume. The table in the figure indicates the accuracy
of Casey's quasi-static model for the aperture sizes used in the experiment. The waveshape
of the apertufe voltage 1s very close to that of the time derivative of the external sur-
face current. The test configurations used to obtain these waveshapes are described in the
appendix. N '

Another important contribution of Casey's work is the development of a simple model

for predicting the effectiveness of a mesh screen placed over the aperture. With the
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untreated aperture modeled as an inductance, a wire ﬁesh cover can be modeled as a parallel
impedance element, as shown in Figure 12, where zeff is the effective impedance of the
mesh. This impedance can be evaluated using the expressions developed by Casey. Measure-
ments reported by Hamm and Gr:af(”7 indicated that this model for mesh screens was
successful in predicting the reduction 1in aperture voltage when the mesh was placed over
the aperture. The table on Figure 12 describes the effectiveness of various mesh screens

in reducing the aperture voltage and indicates the accuracy of Casey's model.

These quasi-static models are useful for a quantitative understanding of coupling
through an aperture and are formally valid only for a circular aperture on an infinite
ground plane. The formal extension to noncircular apertures backed by partially filled

cavities 1s a difficult problem that has not been solved. Certain bounding statements can
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10.0 2.54 0.129 0.118
1.27 0.064 0.043
0.64 0.028 0.020
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FIGURE 12 EQUIVALENT CIRCUIT FOR MESH-COVERED APERTURE WITH
MEASURED AND PREDICTED APERTURE VOLTAGE REDUCTION
FACTORS

be made, however, that relate to the usefulness of the results of the analysis of a
circular aperture in an infinite plane. Both Casey and Davis state that the character-
istics of noncircular apertures can be bounded from a knowledge of coupling through
circular apertures, and that coupling through an aperture on an infinite plane ig an upper

bound on coupling to an aperture in a cavity.

What 1s needed next is a way to relate the quasi-static results for aperture voltage
and displacement current to the transients induced on conductors inside the volume. The
first step in understanding this problem is to congider a single wire, loaded at each end
and situated behind the cavity. The aperture flelds (or the equivalent dipcle moments) are
considered as sources that excite the loaded wire. This problem has been treated in a

4,8,9,10 and the basic approach has been to model the wire behind the aper—

variety of ways,
ture as a transmission line above a ground plane. The transmission line 1ig excited by the
fields from the equivalent sources at the aperture location. Figure 13 describes the
geometry of the problem and the transmission line model used for analysis. Davis has shown
that the voltage and current sources exciting the transmission line can be computed rather
simply from a knowledge of the aperture polarizability and the surface fields at the aper-

ture when the aperture is shorted.
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NOTE: This plane is infinite.

FIGURE 13 GEOMETRY OF WIRE BEHIND APERTURE AND TRANSMISSION
LINE COUPLING MODEL

The transmission line model 1s formally valid only for wires that are at least an
aperture radius from the center of the aperture. Davis makes the conjecture that his
bounding expressions. may also apply for wires closer to the aperture than this theoretical
limit. This is an important point, since measurements very near the aperture have been
proposed by Hamm and Gtaf6'7. Other proposalsll suggest that the measurements be made
outside of an exclusion volume about the aperture. In either case, the measurements must
be relatable to the equivalent sources in the transmission line model, or at least to upper

bounds of these sources.

The topic of upper bounds for transients induced on a‘single wire 1s discussed in more
detail in the appendix to this report. The bounding expressions derived by Davis are com-

pared to the results of experiments performed at SRI and elsewhere.

be Bounds on Transientk Coupled to Multiconductor Circuits.

Most practical'examples of aperture coupling involve multiconductor receiving circuits

rather than isolated single-wire configurations. The exact routing of any one wire in a

(F5)
(0%



multiconductor bundle 1s never known, and the termination impedances are unknown and time=
varying. Thus, transient voltages and currents on any one wire in the bundle cannot be
predicted accurately. Recent analyses of this problem have used a matrix formulation and
have developed bounds derived from matrix theor:y..lz“14 Wire bundles are modeled as multi-~
conductor transmission lines, with the distributed inductance and capacitance modeled as
matrices. Relatively simple expressions for bounds result from this analysis, and the
bounds computed compare favorably with the results of an analysis of a well-defined canon-—
ical problem« The appendix discusses this approach to the bounding problem in greater

detail. | i

2. Relationship of Apertures to EMP Specifications, Standards, and Test Procedures.

Recent laboratory experiments and theoretical analyses have provided a framework for
understanding coupling through apertures to equipument wiring. The previous paragraphs have
described the concepts involved in developing bounds for currents and voltages induced on
wiring. These bounds include elements aSSo;iated with the external sources, the size and
shape of the aperture, the geomeﬁry of the receiving circuits inside the volume, and the
termination impedances of the internal wiring. The connection between this work and the
development of new standards is that it now appears possible to make aperture measurements

that can bound the signals induced on internal wires.

The problem 1is now one of defining measurements that lead to upper bounds on
transients. The model used by Davis and others =~ dipole sources radiating in the presence
of a multiconductor transmission line =~ requires data that can be related to the equiva-

1 is based ¢on the same coupling model, but

lent dipole moments. The approach used by Baum
proposes that the equivalent sources that drive the transmission line be determined by
measurements. Since this coupling model is valid only for wires sufficiently far removed
from the aperture, Baum proposes that an “exclusion volume"” be considered to exist around
the aperture. All measurements to characterize the aperture must be made with sensors
located outside the exclusion volume.

S by

assuming that the dipole sources at the aperture are modified by the nearby wire. The

Coupling to wires very near the aperture has been considered by Lee and Yang

analysis shows that the strength of the modified dipole source can be several times that of

the unperturbed source for wires located closer than one hole diameter to the center of a

6,7

circular aperture. The measurements by Hamm and Graf of the aperture voltage and the

displacement current were made with the sensors right at the aperture and can be related to
the quasi-static model of Casey. These measurements are discussed in more detail in the

appendix.
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The problem of developing standards and test procedures for apertures has not been

solved completely.

The measurements discussed in the appendix can be used to predict upper

bounds for wires near the aperture, but will be too conservative for wires distant from the

aperture.
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III SPECIFICATION OF EMP PROTECTION

A. GENERAL.

To develop an EMP protection specification for a system, one must first have a
systematic approach to interference control. Such an approach has been described in Part I

15,16 As the name implies, however, a specification must deal with details

and elsewhere.
(specifics) in a quantitative way. That is, we must be able to determine how much protec=-
tion 1s needed, how many barriers are needed or desired, how the protection is to be
allocated among these barriers, and the effects of barrier size, shape, location, and other
design options. We must %lso,be able to measure the success of the EMP protection, and we
must be able to maintain the protection in its operating environment. Finally, all
features of the EMP protection 'must be achieved in a manner that i3 compatible with other

electromagnetic requirements on the system, such as lightning, EMI/EMC, COMSEC, etc.

Inherent in the ability to quantify and measure protection is the assumption that we
can characterize and evaluate the EMP-induced stress and the system threshold at some
points in the system. A great deal of the technical effort in the EMP community has gone
into programs . for analyzing system responses and developing simulators in which system
responses can be measured (these techniques may be of limited use for designing new
systems, because there 1s no structure to analyze and no hardware to test until the proto-
type has been designed and built). Thus, for existing systems we may determine an EMP=-

induced stress at some point in the system.

In addition we may test components, boxes, etc., in the laborateory and determine some
threshold for malfunction, damage, or other unacceptable response. Unfortunately, the
waveform for which the threshold is determined is rarely the same as the EMP~induced stress
waveform. Hence, the simple concept of comparing the EMP-induced stress to the component
threshold is, in fact, tedious to implement. To make this comparison, we must usually make
some assumptlons about how the stress is induced and propagated, and about the nature of

the component malfunction or operation.

This section elaborates upon these issues with the goal of delineating the options aﬁd

clarifying the characteristics and consequences of the protection choices.

4
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B. ELECTROMAGNETIC COMPATIBILITY.

We will start with the simple system illustrated schematically in Figure 1lé4. The
system has an electromagnetic interior and exterior, and it contains units or subsystems,
two of which are shown in Figure 14. -There are interference sources at all interior levels
— inside the system and 1inside the wunits. Let us assume that the sources inside the
system are necessary accompaniments to the normal functioning of the system. Switching
transients assoclated with power control and processing and with the operation of digital

electronic circuits are examples of internal sources accompanying normal operation of the

systeme

SYSTEM

INTERIOR
SOURCES

CIRCU!TS CIRCUITS

FIGURE 14 SYSTEM AND UNITS AND THEIR ASSOCIATED SOURCES
OF INTERFERENCE

Let us first consider the electromagnetic compatibility requirements. The basic role
of electromagnetic compafibility engineering 1s to ensure that units installed in a system
will function harmoniously =— that 1is, sources in one unit shall not adversely affect cir~
cuits outside the unit (including those 1in other units). Interunit compatibility 1is
achleved by specifying a limit on the emissions produced by a unit. As discussed below, a
limit on unit emissions 1s, alone, adequate to ensure interunit compatibility, provided the
unit emissions are limited to an interference level that 1s small compared to the level

generated by sources outside the unit.
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The reason that the emission limit is adequate to ensure interunit compatibility {is
that all units must also have an interference tolerance that 1is specified on the basis of
the system sources (see Figure l4). The tolerance, or susceptibility, requirement 1s that
the circuits in the units shall not be adversely affected by system sources outside the
units. Since the emission criterion for sources inside units is that they not contaminate
the enviromment outside the units, a unit that tolerates 1its outside environment also

tolerates the emissions of all other similarly specilfied units.

In both emission-limiting and system-generated interference protection, the electro-
magnetic barrier that separates the environment inside the unit from the system-level
environment outside the unit 1s the unit case or housing and any filters, 1solators,
buffers, or common-mode rejection devices that may be used on power and signal lines.
Therefore, in practice, the unit container and the treatment of the input/output leads form
the protection required for electromagnetic compatibility and control of system—generated
interference, and the quality of the protection is specified for both interference confine-
ment (emission control) and tolerance (susceptibility). (The emission and susceptibility
levels may be specified by MIL-STD-461/462, for example.)

It 1s 1interesting to note that, for electromagnetic compatibility and control of
system—generated interference, the barrier nearest the source 1s used as the primary
protection; that is, for unit emission control, in which the source is inside the unit and
the protected space is outside the unit, the unit barrier 1s used to confine the source so
that 1t does not contaminate the system (hence other units}. Similarly, for control of
system—generated interference, in thch the source is outside the unit and the protected
space 1s inside the unit, the unit barrier, which is the first barrier encountered on a

course between the source and the protected region, 1s the functioning protection.

This protection philosophy was not consclously developed in the electromagnetic com=-
patibility and protection arena, but its evolution was not entirely accidental. This
approach is least dependent on understanding the detailed responses of complex systems to
broadband interference. Understanding the responses of system circuits outside the unit to
sources inside the unit 1is typically less difficult than understanding the responses of
circuits in one unit to sources in another unit. In the first case, interaction through
one barrier must be understood, while in the second case, interaction through two barriers
and an intermediate volume must be understood. Since there are abundant reasons why the
analysis and test of interaction through multiple barriers and complex system structure may
be questioned, it is not surprising that the protection philosophy that assigns primary

protection to the barrier nearest the offending source has evolved.




C. ALLOCATION OF EMP PROTECTION.

Consider now sources outside the system (Figure 15), such as EMP, lightning, or RF
transmitters. The protection objective 1s to protect all system elements against adverse
effects caused by these sources. Thus, we wish to protect elements of the syétem outside
the electronic units, as well as cir;uits inside these units. Thus, we must provide a
barrier at the system level to protect elements outside the units. We might also consider
allocating some of the circuit protection to the unit barriers; howevér, if we do this we
must develop a rationale for making the allocation. Therefore, let us examine the conse-

quences of applying the protection at the nearest barrier.

EXTERIOR

SOURCES SYSTEM

INTERIOR
SOURCES

CIRCUITS

CIRCUITS

FIGURE 15 SYSTEM WITH EXTERIOR SOURCES

In progressing from the exterior source toward the system, the first barrier encoun-
tered (see Figure 15) is the system-level barrier. If the system-level barrier reduces the
effects of the exterior source to a level that is small compared to that produced by
interior sources, then the electromagnetic stress inside the system 1is determined by
system—generated interference. No requirement directly related to external sources 1is
placed on units or other interior elements of the system, and the designer of the unit is
not required to provide protection against an external source interacting through an un-

specified system barrier and interior structure.



Note that, topologically, this 1s the same requirement that was placed on the unit to
achieve compatibility and immunity to system-generated interference. In each case, the
protection unique to the source is allocated to the barrier nearest the source. In the
interunit compatiblity and in the protection agalnst the exterior source, there are two
functioning barriers between the source and a sensitive circult inside a unit; therefore,
an allocation has, in fact, been made. In this allocation, each barrier 1is required to
reduce the effects of sources on one side to a level that 1s small compared to the effects
of sources on the other side. Such barriers have been called “"effectively impervious”
because they ensure that the environment on one side of the barrier depends only on sources
on that side ‘of the barrier; that is, the environment on one side is independent of sources

on the other side.17

In the case with two barriers, the barrier nearest the source ensures that the source
does not contaminate the existing interference environment on the opposite side of the
barrier. The second barrier ensures that this existing environment does not adversely
affect_sensitive circuits inside the units. Thus, both barriers have been allocated a
protection role, but their protection role is determined by "visible" adjacent sources
rather than by remote sources viewed through another electromagnetic barrier and a maze of
dystem structure. Hence, by applying the nearest-barrier rule, we have achieved a ratio-
nale for allocating protection among multiple barriers. At the same time, we have achleved

a protection system that is amenable te rigorous evaluation.

Some advantages of the effectively impervious nearest-barrier allocation are apparent

from Figure 16, As illustrated in this figure, the EMP is the dominant stress only outside

SYSTEM UNIT
BARRIER BARRIER

EMP STRESS
————— e ]

INTERIOR SQURCES

EMP
T T T T T 7]  uNiT souRces
EMP
EXTERIOR INTERIOR R UNIT

FIGURE 16 "‘FIRST BARRIER"” ALLOCATION (only system barrier has
EMP-unique requirement}
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the system; inside the system, it 1s secondary to system—generated stresses. Thus, no
unique EMP requirement is necessary for units or subsystems inside the system-level
barrier; if these units can survive the normal system—generated environment, they can also
survive the system environment with the EMP stress. Furthermore, configuration control is
not required inside the first barrier to ensure system immunity to EMP. A corollary of
this property 1s that modifications and equipment changes inside the first barrier do not
affect EMP immunity if they do not alter the internal system-generated transient stress
(and 1f the new equipment tolerates this stress). Initial validation and operational
monitoring of system immunity are also straightforward, because all protection that 1is
unique to EMP 1Is associated with the system~level barrier; hence, only this barrier need be
validated and monitored.lS The system itself routinely tests the interior structure and

units with transients that are stronger than the EMP-induced stress.

These properties are particularly important for EMP protection, because the system
does not experlence the EMP during normal peacetime operation. Thus, unlike other stresses
whose effects are felt routinely, the EMP stresses are only felt during a grave national
emergency. It is important, therefore, that the EMP not stress the sensitive elements of
the system to levels never before reached, because these may be elements of the systems on
the verge of failuré that will fail if the stress is slightly larger than normal. In
addition, it is important that EMP immunity not depend on the configuration of internal
wiring, equipment layout, and other characteristics of the facility that change frequently

with maintenance and modification.

D. CHARACTERIZATION OF INTERNAL ENVIRONMENT.

In spite of the importance of the system-generatgd environment to intrasystem compati-
bility and Iinterference immunity, surprisingly little data on this environment have been
published (and some that have been published contain the effects of external sources
inextricably mingled with the effects of internal sources). Some speculation has been made
on the character of system—generated transient interference inside the first barrier (see
Appendix D in Part I, and Reference 19), and unpublished data on system environments tend
to support the conclusion that peak transient voltages of the order of one to ten times the
peak supply voltage can be expected inside a facility that has not been specifically
treated to make it “quiet."™ Thus, it is important to recognize that the system~generated
transient environment is not necessarily a particularly Senién environment. Note also that
the system-generated environment {s a variable in the determination of the effectively
impervious condition, as well as in system interference control. If strong sources such as
the Inductive kicks from solenoids and relays are suppressed with diodes or filters, the

transient environment inside the system can be made rather weak, thereby making the effec-
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tively impervious criterion more severe. On the other hand, it has been suggested that
consideration could also be given to installing a transient source in the system to delib-
erately generate a strong amblent environment inside the first barrier -— perhaps stronger
than the system itself would normally produce. Whatever internal environment is deemed
appropriate, it seems clear that the properties af this environment must be understood and
controlled better than they have been in the past. And even though this environment 1s not
EMP~dependent, it does affect the amount of EMP protection required at the firét barrier
(as well as the amount of protection required to establish unit interference emission and

susceptibility levels).

As noted earlier in this section, the EMP-induced stress and the unit or component
threshold determined from bench tests usually do not have the same waveforms. Hence, we
must devise schemes for comparing dissimilar waveforms to estimate the effect the EMP-
induced stress will have on a unit or component. For effectively impervious EMP barriers,
the system—generated transient stress is the facility threshold. Unsatisfactory perfor-
mance 1s stipulated to be an EMP-induced stress that exceeds the largest system-—generated
stress, and as with other threshold/stress comparisons, we must devise a scheme for makfng

the comparison.

Baum20 has considered the problem of scaling imperfect simulator environments to the
threat criterion for various conditions, such as differences in waveform (or spectrum),
test object and simulator interaction, etc., for Iinear interactions. For nonlinear inter-
actions, little guidance is available in the literature. Nevertheless, many system
responses are nonlinear, and it is important that possible nonlinear responses be accounted
for in comparing EMP-induced stresses to system~generated stresses. In addition, 1f we are
to determine whether an EMP-induced voltage waveform is more or less severe than a dissim=-
ilar system-generated voltage waveform at the same point, we must understand how the system

might react to each.
Some characteristics of a waveform that appear important are:

Rate of Rise —— Mutual coupling of the form Ldi/dt and Cdv/dt, and loop and dipole
responses, dB/dt and dD/dt, depend on the rate of rise or rate of change of the wave.
Hence, system responses that depend on mutual coupling will depend on the first derivative,

d/dt, of the waveform.

Peak Value -—- Insulation strength and some digital circuit responses depend on the

peak value of the voltage or current wave.
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Impulse Value ~~ The responses of many digital circuits and some sluggish linear cir-

cuits depend on the impulse values,

fow vdt  or fom idt

of the wave.

Rectified Impulse —— Some nonlinear circuits “stack” oscillatory waves in such a way

that their response depends on the rectified impulse:
o o
[o lvldt or [ =~ lilde .
Action -~ Energy-dependent responses (damage) depend on the action of the wave:

fom vidt  or fgm 1%ae .
Other characteristics may be important in special circumstances — some frequency-selective
circuits may be affected by the frequency of the dominant oscillatory stress wave, but we
are not aware of this having been observed in any of the system tests conducted to date.
It is also conceivable that derivativeé of higher order than first could be important, but

we are not aware of cases in which they have been important to EMP protection or EMC.

If we assume that the five parameters above adequately describe the EMP-induced stress
and the system-generated transient stress, then the EMP barrier 1s effectively impervious
when these parameters are larger for the system-generated transients than they are for the

EMP-induced transients just inside the EMP barrier and at all other points inside the

barrier. This places an additional condition on the EMP barrier; mnamely that the rate of

rise (or bandwidth) be bounded in such a way that internal wiring and structure exhibit

quasi-static behavior.

The rate—of-rise or bandwidth limit on the EMP-induced stress inside the EMP barrier
is necessary to preclude momentarily enhanced voltages or currents, such as those observed
in the aperture experiments, where the loop voltage was momentarily twice the induced vol-
tage. As illustrated in Figure 17, we desire the EMP-induced voltage to be approximately
the same throughout the length of internal cables, so that the condition

EMP Stress < System~Generated Stress
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FIGURE 17 LIMIT ON RATE OF RISE OR BANDWIDTH INSIDE
EMP BARRIER

holds everywhere inside the EMP barriers if it is true just inside the barrier. Thus, for

the rate-of-rise parameter, the EMP barrier must satlsfy two conditions:

Rate—of-Rise < Rate—-of-Rise
(EMP) (System—Generated)
and
(EMP) R 22
rise c *

where % is a characteristic length, such as the longest Interconnecting cable length, and c

is the speed of light.

Without this bandwidth condition on the EMP, both the EMP-induced stress and the
system~generated stress inside the barrier could exhibgt standing waves (or their time-
domain equivalent) of such a nature that determining the dominance of system-generated
stress at one point in the system would not ensure‘its dominance everywhere inside the
barrier. Note, on the other hand, that imposing the bandwidth limit on the EMP-induced
stress ensures that (l) the EMP-induced transients do not exhibit the standing-wave
effects, and (2) 1if the EMP-indﬁced parameters are smaller than the system—generated

parameters, ‘the system—generated parameters important for the comparison alsc do not
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exhibit standing wave effects (although the system—-generated stress may contain spectral

components outside this band that do exhibit standing wave effects).

The bandwidth 1limit also implies that a penetrating conductor (such as that 1llus-
trated in Figure 17) must be treated with low-pass or band-pass filters to limit the high-
frequency spectrum entering the facility. Furthermore, since coupling through apertures
tends to emphasize the high-frequency spectrum, aperture coupling must be carefully evalu-
ated and controlled. Fortunately, aperture coupling tends to be considerably smaller than
penetration on insulated wires, but even so, 1f the apertures are large, abundant, or if

internal wiring is close to the aperture, aperture coupling can be important.

If the bandwidth limit is met, we can compare the EMP and system—-generated stresses at
the inside surface of the EMP barrier. At the barrier, the EMP-induced stress can be
represented as a Thevenin equivalent voltage source, as illustrated in Figure 18a. This
voltage will cause a current Igyp to flow through the system impedance Zs. When this same
circuit is excited by a source in the system, as illustrated in Figure 18b, a current Isg
wlll flow In the same system impedance Zg. It is stipulated that 1f all important aspects
of Igo are more stressful than the corresponding aspects of Ipyp at the test point just

inside the barrier, then the system~generated environment is dominant at that point and at
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FIGURE 18 COMPARISON OF EMP-INDUCED CURRENT TO SYSTEM-GENERATED
CURRENT
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all other points inward along the conductor path. The extension of this model to multicon-—

ductor cables can be made by letting V and I be vectors and the impedarnces be matrices.

The use of the currents for the comparison is advantageous on two counts: (l) cur-
rents are usually more easily measured than voltages, and (2) it need not be assumed that
Zo 1s linear (as it often is not). That is, Zq
Figure 18a for the comparison IEMP < ISG to be valid. On the other hand, the arguments

in Figure 18b need not be the same as Z, in

above do presuppose that the system impedance Zg remains constant. This assumption may not
always be valid, because it 1s some switching action that produces most of the system=
generated transients.* Although these switching actions usually have a large effect only
on the circuit switched, it 1s advisable to use the assumption of a constant Zs
cautiously. In addition, the EMP efcites all parts essentially simultaneously, but the
system~generated stress from different sources may excite different parts differently; that
is, ome source could produce a stress larger than the EMP-induced stress at one point,
while a different source produces the larger stress at another point. The system.meets the
criterion that system—generated stress is dominant at each point, but it may not be domi-

nant at all other points inward from the EMP barrier.

*
The authors are indebted to G. Schlegel for pointing out these problems.

46




®

@

IV RECOMMENDATIONS FOR SPECIFICATIONS

A. INTRODUCTION.

As noted in Section III, interference control is achieved with the least demanding
barrier effectiveness criteria and 1is least dependent on understanding the wideband re-
sponse of complex system structures and circuits 1if the barriers are effectively
impervious, so that the transient stress on one side of the barrier is not dominated by
sources on the other side of the barrier. If the barrier is less effective than this, the
stress produced by a source, such as EMP, will be dominant inside the outermost barrier and
perhaps even inside the equipment case, and one 1s obliged to understand the response from
de to 100 MHz of all structure and wiring entering into or affecting the EMP response in-
side and outside each barrier. This is a formidable task that is never really completed in
assessing practical facilities; hence, the risk that some important vresponses have been

overlooked or incorrectly analyzed 1is always present.

For the allocation and barrier effectiveness that leads to a two-level, effectively
impervious barrier system, all requirements directly related to the EMP, lightning, and
other external sources are confined to ﬁhe outermost barrier (facility level), and only
requirements for intrafacility compatibility are imposed on the boxes, cabinets, etc., that
form the second-level barrier. Hence, EMP qualification and surveillance are required only
at the facility-lével barrier, and no EMP requirements are imposed directly on internal
configuration control or on the boxes themselves, although by measuring the effectiveness
of the facility barrier against the system—generated transient levels, we are indirectly

placing requirements on the boxes and interior cabling and structure.
Currently used standards and specifications at the box level are:

MIL-STD-461 Electromagnetic Interference Characteristics,
Requirements for.

MIL-STD-462 Electromagnetic Interference Characteristics,
Measurement of.

Those at the facility or system level are:

MIL-E-6051 Electromagnetic Compatibility Requirements,
Systemn.

MIL=-STD-188-124 Grounding, Bonding and Shielding.
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MIL-E-6051 1is inteunded for use in procuring airborne systems and vehicles, although Alr
Force ground systems are apparently also within its scope. MIL~STD-188-124 is intended for

use in procuring and installing ground-based telecommunications equipment and facilities.

Although many other standards and specifications are used to procure components,
control manufacturing processes and finishes, etc., the above box and system standards
ultimately set tolerances for interference and determine tpe electromagnetic environment in
facilities. Therefore, if adequate standards are developéd for unit emission and immunity
to transients and for facility~level protection against external transient sources, there
need be no concern over component and process standards. 5Component and process gtandards
appear to be adequate at present, even though they may permit (but do not require) undesir-

able processes and procedures.

B. FIRST BARRIER ~= SYSTEM OR FACILITY PROTECTION.
The EMP protection roles of the first barrier are to:
(1) Reduce the EMP-induced transients to a level that is small compared to

system—generated transients.

(2) Limit the penetrating conductors and apertures to a number that can be
thoroughly analyzed and tested to evaluate their EMP response.

(3) Provide a single closed surface that contains all of the EMP protection
components and can be monitored and maintained easily.
These requirements of the first barrier should be stipulated in a system or facility
standard that specifies the requirements of the barrier and specifies the electromagnetic
environment inside the barrier. The system standard should also Speéify the methods to be

used to verify success in meeting the protection requirements.

Neither MIL~E-6051 nor MIL-STD-188-124 adequately fulfills these functions. MIL~
E-6031 identifies many subjects that should be considered == such as lightning tests,
static electricity, selection of test points, and eleétrical power = but it does not
specify how tests shall be conducted or what levels are acceptable. Instead it delegates
authority for establishing these Eonditions to an “electromagnetic compatibility control
board,” an entity whose creation is required by the specification. All technical detail is
required to be included in a “control plan“ that includes management structure, workforce,

and other nontechnical matters, as well as antenna coupling, corrosion control, etc.

MIL-STD-188-124, on the other hand, specifies in considerable detail how gfounding
systems shall be designed and installed and how bonds shall be made and shields con=
structed. This standard neither prescribes a qualify of environment inside the facility
nor an accepéance criterion for the facility. One test that is specified is the method of

measuring the resistance of the grounding electrode.
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Furthermore, 1t appears that the EMP protection requirements 1identified above also
apply to protection against any external source of electromagnetic interference. That is,
the system—level barrier 1s required to protect 1ts internal components against lightning,
power line transients, external transmitters, and other sources, as well as the EMP. In
addition, the environment inside this barrier must be one that the internal equipment can
tolerate = it must be compatible with the immunity and emission requirements specified in
MIL-STD-461/462 or its successor. At present, there 1is no documented requirement on the
system integration activities (government or contractor) to provide a system-level environ-
ment that equipment meeting MIL-STD-461/462 will tolerate. Conversely, there 1s no
evidence that equipment wmeeting the requirements of MIL-STD-461/462 will tolerate the
system environment resulting from satisfying MIL-E-6051 or MIL-STD-188-124.

In an effort to fill this need for a system=-level environment requirement, a draft
standard is being prepared. The draft standard will be limited to EMP protection, but it
could easily be extended to lightning and other external sources by changing the test wave-
forms. The proposed goals of the draft standard should include, but are not limited to the

following:

(1) Specify an upper limit on the EMP~induced stress inside a facility.
(2) Limit the number of pentrations whose responses must be understood.

(3) Limit the bandwidth or rate of rise of penetrating transients, so that
comparisons just inside the EMP barrier are valid throughout the in-

terior of the facility.

(4) Prevent EMP-induced stress from being the dominant stress inside the
EMP barrier, so that the EMP responses of all internal circuits need
not be understood. '

(5) Allocate protection so that a high-performance EMP shield 1s not
required.

{(6) Eliminate the need for configuration control inside the facility to
maintain EMP immunity.

{(7) Eliminate the need for EMP requirements on internal equipment (hence no
"EMP stock"” required in inventory).

{8} Accommodate validation, acceptance, and surveillance testing.

The draft standard will achieve these goals by using the allocation of protection
described in Section III-C. The essence of this allocation is that the units and cabling
inside the structure must tolerate the system-generated transient environment (a peacetime
requirement without consideration of EMP) and that the EMP barrier must reduce EMP-induced
currents and voltages to below the system—-generated voltage and current transients. How-
ever, to control the rate of rise and other EMP-induced quantities, the standard will

actually specify the maximum EMP-induced parameters inside the barrier and will require
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that the corresponding system—generated parameters be larger than the EMP~induced

parameters.

A requirement of the standard will be that'a minimum level of system—generated tran-—
sient activity be established inside the facility to distribute protection uniformly bet—
ween the EMP barrier and the units, yet maintain subordination of the EMP=-induced stress
inside the facility. A maximum level of system~generated transient activity 1s only
vaguely specified in the draft standard, although such a requirement is needed to ensure
acceptable peacetime operafion of the faciiity. That 1s, the system=generated transient
activity should be bounded on both the low side and the high side. The low—side bound need
not be as rigid as the high-side bound, howaver, because the requiremeat for a minimum
level 1is that the minimum be reached occasionally =-- say, once a day -—— while the high side

requirement {s that the maximum stress never be exceeded.

The draft standard will not specify how the EMP barrier should be designed. Rather,
it will specify how the barrier will be evaluated, and will place an upper limit on the
number of conditions that can be evaluated by analysis or by local tests. If this number
is exceeded, a full system illumination with above-threat fields and direct ifnjection on
cables and power lines 1s required for all system states and modes of excitation. The
standard will also permit the EMP barrier to be made up of as many subbarriers as desired,
but it will require that the EMP-induced responses of all electrically conducting elements
of the facility be thoroughly evaluated for all regions in the facility where the EMP-
induced stress 1is the dominant stress. Choice of the hardening opticn will bé left to the

system designer.

Because the protection allocation requires that the EMP-induced stress inside the EMP
barrier be subordinate to the system—-generated stress, no EMP requirements are necessary
inside the first barrier and, in particular, no EMP requirements are needed on units of

communication electronics equipment.

C. SECOND BARRIER ~=- EQUIPMENT CASE,

As noted above, no EMP requirement is levied directly on the equipment inside the EMP
barrier, because the EMP~induced stress is not permitted to be the dominant stress inside
the EMP barrier. An indirect requirement 1s that the equipment must tolerate the maximum
system—generated transient stress, and this maximum 1s greater than the minimum, which in
turn is greater than the allowable EMP-induced stress. Whether the immunity requirements
of MIL-STD-461/462 are adequate is not known, because (l) it is not known how these
requirements are related to the system-generated environment, and (2) it is not known how
the system—génerated environment that will be required in the draft EMP standard is related

to the environment in current operational facilities.
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Although we do not have much explicit data on system environments (in spite of the
fact that this is the environment MIL-STD-461/462 is qualifying equipment to operate in),
the system—generated stresses that will be specified in the draft EMP standard will approx-
imate those found in many operating facilities today (see Appendix D in Part I). If this
is the case, the draft standard will merely formalize and control what usually already

exists, but has heretofore been rather loosely controlled.

The requirement on units operating inside the facility is that they tolerate this
controlled, system-g;ner;ted'environﬁent. To the extent that MIL-STD-461/462 ensures that
the units will tolerate the facility environment, no new requirement on units 1is
necessary. The numerous examples of interference and compatibility problems in the course
of developing systems suggest that qualification to MIL~STD-461/462 does not ensure that
the unit will function in a(ny) system. This is partly because the system enviromment is
not adequately; controlled and partly because the 'qualification requirements in

MIL-STD-461/462 are not representative of the system environments.

In the long run, it will be necessary to modify MIL~STD-461/462 to incorporate more
broadband (transient) requirements in the qualification tests. Such requirements would be
necessary even if EMP were not a consideration because of the wide use of digital circuits
with small operating levels =- these circuits are particularly susceptible to system-
generated transients and are not adequately tested by the present edition of MIL-
STD=461/462.

With EMP as a consideration, the requirement is that the unit tolerate the peacetime
system or facility environment, but, in addition, that this facility environment must be
more severe than the EMP-induced environment. Hence, there is a limit on accommodating
susceptible equipment by making the facility environment benign. Although'this places an
indirect EMP requirement on the units, they are regularly exposed to the system environ-
ment, and the user is quickly made aware of any shortcomings in the unit's ability to meet
its required tolerance for transients. Hence, shortcomings in MIL=STD=~461/462 are much
less serious than the shortcomings in the system standards and specifications, as far as

EMP protection is concerned.



V RECOMMENDATIONS FOR FUTURE WORK

The research performed under this program has clarified many of the issues that affect
the specification and design of systems that can survive exposure to the nuclear EMP. This
clarification of the issues has been accompanied by a better definition of those areas
where further research, development, or industry consent 1is required. In this section we

discuss some of these areas and propose approaches for resolving the issues in question.

A. ALLOCATION OF PROTECTION.

Work during this phase of the standards program has identified the technical features
of the hardening options. These options are described in terms of different allocations of
protection to the system—level barrier and box- or unit-level barriers and of different
shapes and. construction of the barriers. What remains to be resolved are (1) the economic
issues (relative cost), for which few data currently exist, and (2) better technical defi-

nition of the bounds and the methods of specifying these bounds.

Cost data are difficult to acquire without actually designing, constructing, oper=—
ating, and maintaining several systems using each of the several allocation options, speci-
fying the same performance requirements for each, and carefully accounting for all the
marginal costs assoclated with each. Even under these conditions, personal and corporate
biases and idiosyncrasies 1in the procuremeht specifications are likel} to affect the costs
almost as much as the hardening allocation, so that the generic cost of hardening may be
difficult to evaluvate even when several systems have been deQeloped and made operational;

certainly cost data based on hardening a single facility can be highly distorted.

An alternative to conducéing such a cost "experiment” is to design for minimum overall
cost. This was the basis of the "effectively impervious barrier" allocation; it requires
no modifications of equipment inside the EMP barrier, 1t requires no configuration control
inside the EMP barrier, EMP maintenance and surveillance are limited to the EMP barrier,
and the EMP barrier need not be of extremely high quality. It was therefore postulated
that the initial cost of the effectively impervious barrier might be less than the cost of
a single system~level shield that provides all the protection, and the maintenance and
gurveillance costs would be much less than for the distributed-stress allocations. The
effectively impervious barrier allocation makes use of the fact that equipment in a system
must tolerate a fairly harsh peacetime environment in contrast to the single system—level

barrier, which credits the equipment with no immunity to transients. However, because the
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EMP-induced stress 1is not the dominant stress inside the effectively impervious EMP
barrier, it 1s not necessary to monitor, maintain, control the configuration of, or under-
stand the EMP response of the wiring, structure, and equipment inside the barrier, as is

required for the distributed-stress allocations. :

These advantages are achieved at the expense of understanding and controlling system-

generated Iinterference.

B. SYSTEM~GENERATED ENVIRONMENT.

The use of system-generatgd transients as the bound in determining the amount of pro-
tection required offers several benefits that have been discussed elsewhere. However, to
realize these benefits, we must (1) know what the system-generated transients are, and (2)
be able to characterize them in such a way that they can be compared to EMP-induced

transients.

At present, there are few data on system—generated transients that can be used for
system hardening design. In Appendix D of Part I, we deduced some transients that can be
generated inslide typical facilities. Most experimental data that have been published in
the literature appear to be mixed; no distinction is made between transients generated
inside the facility and those generated outside the facility. Only those generated inside
the facility are of interest in bounding the EMP protection. Therefore it appears likely
that additional data on system-generated transients must be obtained from experiments dedi-
cated to measuring these transients. Such experiments could be performed as a part of

other experimental programs, such as assessment, site survey, or validation tests.
Among the properties of system=~generated transients, the following are of interest:

(1) What are typical values observed?

(2) How pervasive are these transients —— are they observed on all internal
wiring, or only on certain power leads?

(3) What are the principal sources of these transients?

(4) What should the transient environment be 1inside the EMP barrier
(considering the fact that existing sources can be excluded, or new
sources can be added)?

C. CHARACTERIZATION OF TRANSIENTS.

When we attempt to determine typical values for system—generated transients, we are
faced with a new problem ~~ how to characterize the transients so that we can compare thenm
with each other or with EMP-induced transients. To answer this guestion we must speculate
about how the system or its components respond to an electromagnetlc stimulus. Certainly

some system elements respond to the peak value of a voltage or cprrent translents; other

i
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elements, however, respond to the rate of change, the integral (impulse), or the energy.
Since there are many different transient waveforms generated in the system by different
sources, or generated at different points in the system by one source, it is important that
some common means of characterizing the transients (other than completely defining each

waveform) be developed.

Although the immediate reason for developing a means of characterizing transients is
that the system—generated transients must be compared to the EMP-induced transients to
define an effectively impervious EMP barrier, the need 1s more general than this. Since
equipment thresholds are rarely determined with the EMP-induced stress waveform, almost all
comparisons of EMP-induced stress and susceptibility threshold (however defined) require
comparison of the system response to two different waveforms. Hence, characterization of
transient waveforms, so that the effects of different transients on system response can be

evaluated, 18 an important undertaking regardless of how protection is allocated.

So far we have identified five parameters to define the properties of transients.
These are the maximum rate of change, the peak value, the.impulse, the rectified impulse,
and the action integral. However, we suspect that other parameters may also be perti-
nent. For example, the frequency of oscillatory waves may be important in some system
responses. Further study of possible system responses 1s required to define the important

response parameterse.

D, MAINTENANCE AND SURVEILLANCE.

An important aspect that is unique to EMP survivability engineering is the maintenance
of EMP immunity once it is achieved. Almost all other aspects(of the system are tested
routinely by mere use of the system. The EMP immunity would only be tested in the event of
nuclear war (at which time a shortcoming would be disastrous), unless some surveillance
procedure 1is invoked. Thus, the user routinely obtains feedback on the proper functioning
of all aspects of the system, except its EMP immunity. The oﬁjective of a surveillance
program is to provide feedback on the EMP immunity.

There are many ways of achieving this feedback on EMP i{mmunity, ranging from per=-
forming a continual assessment of hardness throughout the life of the system, to performing
an occasional "push-to-test” exercise with a built-in, barrier-monitoring system. They
differ in cost, downtime or other interference with operations, complexity, reliability,
and other measures. Because of its importance to maintaining operational immunity to the
EMP,' the surveillance and maintenance issues need to be more clearly defined and addressed

in a manner consistent with that applied to the protecﬁion itself.
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E. GENERALIZED STANDARDS.

The draft EMP standard, which is in preparation, will be limited to EMP, but the same
principles used to develop this standard could be used for a standard on protection against
general . external sources of electromagnetic phenomenon. To generalize the standard,
however, i1t 1s necessary to identify and characterize the sources of all external‘
threats. This would include lightning, switching transients on power lines, magneto-
telluric currents, precipitation and dust charging phenomena, radio and radar transmis—
sions, earth gradients near power lines, and many others. Since the characteristics of
many of these sources are not well known, we decided to limit the applicability of the
standard to the high—altitude EMP. The method of protecting agailnst external sources is
general, but the amount of protection required and the test used to verify the protection

is different for each source.

Nevertheless, it would be desirable to generalize the standard so that only one
system~level, electromagnetic-effects standard is required for all threats., The generall-
zation would, as suggested above, consist primarily of defining the characteristics of the
other sources, inc?rporating them into the requirements, and devising tests for evaluating
the candidate's aBility to meet the requirements. The effort required to generalize the
system~level standard could be extensive, however, because little effort has been made in

the past to characterize these sources.

In addition, further effort may be required to develop a equipment-level standard that
is consistent with a system-generated transient environment and that tests the boxes in a
manner that is relatable to the operating conditions for the box., One way of achieving the
equipment standard would be to revise MIL-STD-461/462 to incorporate system~generated
stresses 1nto the requirements and to revise thei test methods to make the test results
relatable to operating conditions. However, therevis Erobably less urgency in obtaining a
new box=level standard than in obtaining a general system-level standard. Because the
system itself tests the boxes, if they are found wanting, the operators will be aware of
it, whereas if the system or facility protection is lacking, it may not be detected until

lightning strikes or war breaks out.

F. PREPARATION OF DESIGN GUIDELINES.

Well written standards are terse and precisely written, but it is not always clear
from the standard alone how the requirements of the standard can be met. For this reason,
most standards are accompanied by handbooks or design guidelines that explain how to design
the facility to meet the requirements of the standard. Such design guides tend to be
state-of-the-art interpretations of the requirements of the standard. For example, the

design guide might offer several ways of handling penetrating conductors to meet the EMP
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barrier criteria; in addition, it might suggest several acceptable ways of limiting the
number of penetrations. Although the designer 1is not obliged to use any of the methods
proposed in the design guide, it is important that he have access to these opt;ons, because
they give him a feeling for what is ccnsidered an acceptable design approach. Without the
design guide information, the designer may develop elaborate and costly designs to meet a
restrictive Interpretation of the requirement, whereas, in fact, a simple, inexpensive

design would be adequate.

The handbook or degign guilde that accompanies a standard should, of course, be consis=
tent with the standard, 1f 1t 1s to clarify the standard and not confuse the users. A
handbook for the proposed draft standard would thus be constructed around the effectively
impervious barrier and the subordination of the EMP-induced stress inside the EMP
barrier. Hence, methods of calculating the EMP-induced stress deep 1inside the system or
predictions of component damage due to EMP-induced transients would not be compatible with

¢

the draft standard.
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Appendix

BOUNDS ON APERTURE COUPLING

I. INTRODUCTION.

Figure A~l1 shows the general aperture coupling problem of interest for electromagnetic
interference control. An external electromagnetic field is assumed to be incident on a
volume containing electronic equipment and wiring. The volume is assumed to be enclosed by
a metallic surface containing holes and seams. The interaction of the incident field with
the outer surface producés a surface surrent density Js and a normal electric field compo-
nent E at the apertures. These surface fields couple through the aperture to produce
transients on conductors inside. The internal transients may be in the form of (1) surface
current densities on equipment enclosures or (2) voltages and currents on exposed equipment
wiring. The internal surface current densities J; can interact through apertures on the
enclosures with conductors at the next topological level, and the voltages and currents can
drive these inner levels directly.

.
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‘ @ bk w

INCIDENT FIELDS

SKIN CURRENT

E, = NORMAL ELECTRIC FIELD

J; = SURFACE CURRENT DENSITY ON INTERNAL CONDUCTOR
= INDUCED TRANSIENTS AT EQUIPMENT CONNECTOR

m
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FIGURE A-1: APERTURE COUPLING EXAMPLE
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The practical problems of interest usually concern volumes that are rather densely
packed with equipment and wiring, where the wires are often routed in harnessed bundles.
These coupling problems cannot be solved rigorously because of the complexity of the inter-
nal configuration of wires and conducting surfaces. Recent research into this problem has
concentrated on determining upper bounds on the internal transients, and significant pro=
gress has been made in the past few years. Davis4 has investigated bounds on coupling
through an aperture to a single-wire circuit loaded at each end, and other work has addres-

12,13 Both problems are formulated in the

sed the more important multiconductor problem.
same way. The aperture excitation is modeled by the usual electric and magnetic dipoles
radiating at the aperture location with the aperture shorted, i.e. closed. The single-wire
and multiconductor circuits are modeled as transmission lines above a ground plane, with
impedance loads at each end. The transmission lines are driven by the fields of the equi-
valent dipole sources, and this excitation is modeled by inserting equivalent voltage and
current sources in the transmission line. Figure A-2 describes this model, a key require-
ment of which is that the circuit be separated from the aperture by at least a few aperture

radii.

NOTE: This plane is infinite.

FIGURE A-2: GEOMETRY OF WIRE BEHIND APERTURE AND TRANSMISSION LINE
COUPLING MODEL




The dipole moments can be bounded by bounding the aperture polarizabilities, and the
induced currents and voltages can be bounded by applying the usual transmission line
equations to the receiving circuit. For the single-wire receiving circuit, the mathematics
is straightforward. Analysis of the multiconductor circuit requires a matrix formulation
to generate bounds. The single-wire‘case is a speclal case of the more géneral matrix

formulation.

Aperture coupling experiments performed as part of this contract have investigated
coupling to circuits very near the aperture, as well as circuits distant from the
aperture.é’7 The results of these experiments can be used to check the theoretical
results. The following sections of this appendix describe the measurement configuration

and compare the measured currents to the upper bounds predicted by the theory.

II. APERTURE COUPLING MEASUREMENTS.

The experiments performed at SRI are described 1in detail in two earlier research memo-

randa6’7

and are summarized briefly here. A metal box was constructed with dimensions of
1.22 m by 1.83 m by 0.91 m. The box was excited by a parallel plate transmission line with
a source and a matched load at the two ends of the line, as shown in Figure A-3. The upper
surface of the box was designed so that a variety of aﬁertures could be located under the
upper plate of the transmission line. This excitation resulted in a field distribution at
the aperture as shown in Figure A-4. The source driving the parallel plate line is shown
iﬁ Figure A-5. This pulser circuit supplied an incident electric field with a peak value
of 18 kV/w, with a risetime (zero to peak) of about 10 ns, and a pulse duration of approxi-
mately 8 us (to l/e of the peak). Figure A-6 shows the electric field in the center of the

parallel plate region.

Several test configurations were investigated 1in these experiments, but only those
measurements that relate to the theories on bounding of the internal transients are dis-
cussed in this appendix. A single wire was inserted in the test volume in the configu-
ration shown in Figure A-7. The dimensions W and D were varied, and the wire currents were
measured under a variety of loading conditions. When the wire was short-circuited at each
end, the observed current waveshape was similar to the waveshape of the incident electric
and magnetic fields. When the wire was terminated in the characteristic impedance of the
wire~to-surface transmission line (approximately 240 Q), the current observed on the wire
had a waveshape similar to the derivative of the incident (external) fields. Figure A-8
displays these measured currents for one set of wire locations. The tables in the figure
contain the peak amplitudes of the currents for two values of the parameter W and for a

range of values of the parameter D.
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FIGURE A-3: TEST CONFIGURATION (all dimensions in meters}
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PEAK FIELD = 18 kV/m

PEAK ?-E = 2.2 kV/m/ns
dt

2 us/div

FIGURE A-6 ELECTRIC FIELD IN CENTER OF PARALLEL PLATE REGION
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FIGURE A-7 LOADED WIRE IN TEST VOLUME
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FIGURE A-8 CURRENTS MEASURED ON WIRE IN TEST VOLUME
(circular aperture with 0,10 m radius; waveshapes shown
are typical)

III. DISCUSSION OF THEORETICAL MODEL.

The transmission line coupling model of Figure A-2 was used by Davis4 to investigate
bounds on coupling to single~wire circuits behind an aperture. The source terms that drive

the transmission line, Veq and qu,

magnetic dipoles, which are derived from the external incident fields and from the size and
8

depend on the moments of the equivalent electric and

shape of the aperture. Using a frequency domain analysis, Kajfez~ has shown that the

source terms are given by

Veq = Jubgeny (7 7) )
(o}
Z1 = fuE_a (829 (2)
0 egq sc e 1TRZ '
(o}

where Hsc’ Esc = Surface field components at the aperture with the aperture shorted.

Q
L]

aps S Magnetic and electric polarizabilities of the aperture.
2y = Characteristic impedance of the equivalent transmission line.

d, Ry = Dimensions defined in Figure A-2.
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The polarizabilities for a circular aperture with radius R, are given by

P
Gt FRL (4
The characteristic impedance of a wire with radius R, over a ground plane is given by
z = o= w@h . (5)

W

Davis uses the expressions above in the transmission line equation to arrive at
equations for the currents and voltages at the load resistances. For the case where the

load resistances are equal to Zo, the expressions for the bounds simplify to

'Ie zo + ve ,
Vo™ ——3—-—‘1—2 (6)
1 - _Ivmaxl N
max 2 *
[o]
12,13

Later work by Davis and Sistanizadeh applied these concepts to multiconductor
transmission lines and derived bounds using makrix theory. These bounds were tested
against Kajfez's analytical results for specific geometries,8 and the agreement was

reasonable.

The simple expressions above will be used with the parameters studied in our experi-
ments and defined in Figure A-7. The external surface flelds are those described in our

earlier memoranda,6’7 where the peak value of the time derivatives of the electric and

magnetic fields were 2.2 kW~ los™! _and 6 An"lns™'. The radius of the aperture is 0.1 m,
and the dimensions d and R, are related to D and W in Figures A-7 and A-8. The wire radius

is 0.81 mm.

Eq. 1 and 2 for Veq and qu contain the factor jw with the fileld quatities. These
products (jwE and juH) translate to dE/dt and dH/dt in the time domain, and Eqs. l and 2

can be rewritten in the farm

dHSC
Veq = R “n |Tde peak (8)

\ dE__
Zoqu = EY‘Rme Tdt |peak ’ (9




where R = d/(ng). For a circular aperture of radius 0.1 m, and for free-space values of .
and €, these equations simplify to

v = 1.67x10"7 Rru (10)
eq pk

21 o= 2.2x10712 Rg . | (11)
0o eq . Pk
These can be inserted into Eqs. 6 and 7, and Ipax and Vi, can be computed. Table A-l

compares the results of these calculations to the values measured in our laboratory.

Table A-l1 shows that the computed currents are indeed Ilarger than the measured
currents, generally by less than a factor of 10. The first entry in the table (D = 0.007,
W = 0) describes a configuration in which the internal wire 1s right in the aperture, a
case for which the theory breaks down; i.e., the wire 1is well within an aperture radius of
the aperture. However, the computed upper bounds are reasonable for the other cases listed
for W =10, As the wire 1is moved away from the aperture (W = 0.23 m), the agreement

improves somewhat.
Table A-l
MEASURED CURRENTS AND CALCULATED UPPER BOUNDS

(Aperture Radius = 0.1 m
Ry = Ry = 240 Q)

D W Imea Ical Ratio

(m) (m) (ma) (ma) I./1,
0.007 0 48 1400 29.2
0.050 0 22 197 8.9
0.100 0 13.2 98.5 7.6
0.007 0.23 0.3 1.3 4,3
0.100 0.23 2.8 15.6 5.6
0.200 0.23 3.8 21.2 5.6

13,14

The most recent published papers on these bounds contain comparisons with other
analytical solutions of aperture coupling problems. Straightforward application of the
more complicated bounding expressions results in upper \punds that are within a factor of
10 of the "exact"” computed values. These bounds are worst-case calculations in the
strictest sense, and Davis shows that a modest amount of insight can improve the upper-

bound calculations (i.e., the upper bound can be made to approach the smallest upper
bound).
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IV. SUMMARY.

The aperture coupling measurements performed on this contract have provided a great
deal of insight into the problem. Recent theoretical work on calculating upper bounds on
internal transients has been shown to be of value, at least for the relatively simple re-
ceiving circuits tested in the laboratory. For parameters within the range of validity of
the analytical model, the predieted upper bounds are less than a factor of 10 above the
measured values. The problem not completely solved at this time, since the most Iimportant
application of bounding, the multiconductor bundle, has yet to be examined in the labora-
tory. Alternative theoretical approaches to determining bounds are being investigated by

others in the community, and these may improve the situation.

Measurement methods are being developed that will allow bounds to be determined for
wires very close to the aperture. Baum11 proroses measurements that are valid for wires
located at least one aperture radius from the aperture. These measurements allow the

and Ie sources for the transmission line model.

q

direct determination of the veq




