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Abstract—In this paper we propose non-orthogonal commu- efficiency, such spread spectrum techniques have already been
nication between sensors and a data fusion center via direct- considered for wireless sensor networks in [1], [2].

sequence code-division multiple-access (DS-CDMA) and investi- The relaying of only the local distributed decisions, as

gate the fusion performance in the presence of channel errors due d to directl di th b fi ¢
to both multiple-access interference (MAI) and noise. We derive Opposed 1o direclly sending the sensor observations, (o a

the optimal Bayesian data fusion receiver for such a coherent central fusion center can significantly save system resources
DS-CDMA based distributed wireless sensor network having a in terms of communication bandwidth and sensor power. The
parallel architecture in the presence of Rayleigh fading. It is two interwind problems in this context of distributed detection
shown that the complexity of the optimal rule is expgnential_ in and data fusion are both classical problems that date back
the number of local sensors. To provide a low-complexity solution, , . . .

a class of conceptually simple data fusion receivers that partitions to 198_05 [81-[5]- In partlcular_, it has beer_l shown that in _a
the multi-sensor detection and data fusion into two separate Bayesian approach the solution to the distributed detection
stages are proposed. Several well-known detector structures problem is a set of likelihood ratio based decision rules at
(joint maximum likelihood (JML), conventional, decorrelator and  |ocal sensors but with possibly coupled thresholds. The data
linear minimum-mean squared error (MMSE)) are considered ¢ ,qinn problem for such a distributed detection system can also

for the multi-sensor detector at the first stage. The second stage be f lated B ian hvpothesis testi bl Th
of these receivers perform Bayesian data fusion based on the € fTormulated as a bayesian hypothesis testing probiem. The

estimated symbols from the first stage. The performance results Optimal Bayesian data fusion rule was derived in [5] assuming
indicate that while the conventional detector first stage based error-free reception of local decisions at the fusion center.

receiver performs remarkably close to the optimal fusion receiver In this paper, we consider Bayesian data fusion based on
in an AWGN noise channel, its performance severely degrades jiqiri \ted local decisions in a coherent DS-CDMA wireless

in the presence of Rayleigh fading. In terms of the complexity . . . . .
and performance trade-off, the MMSE first stage based receiver sensor network in Rayleigh fading. This model may be appli-

seems to be a good design choice over a wide-range of parameterséable in, for example, dense wireless sensor networks with
It is also observed that the fusion performance is not limited by energy-constrained nodes. Although each sensor may have

the channel signal-to-noise ratio (SNR) as long as it is not too data to be sent to a data fusion node very rarely, due to the
small. On the other hand, for large channel SNR values the 1,06 number of nodes in a dense network, multiple nodes
optimal fusion performance is limited by the quality of local .
sensor decisions (or, equivalently, the local SNR). may have data at the same time. In such cases, a CDMA
based scheme may allow all nodes to access the channel
|. INTRODUCTION simultaneously and go to an energy savidig or sleepmode
Most of current literature on low-power wireless sensaquickly rather than waiting for a long time in @ttivemode as
networks assumes orthogonal sensor communication. Hdw-a time-division multiple-access (TDMA) based orthogonal
ever, in some applications involving dense, low-power, disignalling scheme.
tributed wireless sensor networks it may be more effective toWe first derive the optimal Bayesian data fusion receiver
employ non-orthogonal multi-sensor communication. Directer such a DS-CDMA based distributed wireless sensor net-
sequence code-division multiple-access (DS-CDMA) can beork and show that it has a complexity exponential in the
a good candidate for communication between data collectioomber of sensors. In order to reduce this complexity and
sensors and a fusion center (or a data gathering node) in stiprovide practical solutions for low-power sensor networks,
sensor networks. Although there are concerns on their powmxt we consider low-complexity, sub-optimal fusion receiver



architectures. We propose a class of partitioned receiversaiternative hypotheses, respectively having corresponding prior
which the multi-sensor detection and data fusion are separapedbabilities P(Hy) = po and P(H;) = p;. To be concrete,
into two stages. For the multi-sensor detection at the finghder the two hypotheses thketh local sensor observation,
stage we consider several well-known multiuser detectdir £ =1,--- K, is assumed to be distributed as,
namely, joint maximum-likelihood (JML), conventional single- 9

i : . Hy: 2z ~ N(0,0’k)
user matched filter, decorrelator and linear minimum-mean

. 2
squared error (MMSE) detectors. The second stage of the Hy:oozp o~ N(”’vv"k) 1)
partitioned detectors performs the data fusion based on thgere A/(y, 02) denotes a Gaussian distribution with mean
output values from the first stage. w and variances2. Conditioned on the hypothesis, the local

This paper makes several new contributions both to ti@®servations are considered to be independent of each other.
distributed detection and data fusion literature as well &ach local sensor processes its observations independently to
wireless sensor networks. One of the main contributions génerate a local decisiom, € {0,1}. Assuming a Bayesian

the paper is the proposal of non-orthogonal multi-sensgpproach, the decisiom, of the k-th sensor is computed as
communication for low-power wireless sensor networks per- 1 -

forming distributed detection and data fusion. Although there ) -
. . . . U = if L (Zk) Tk
is a considerable amount of previous work on the subject of 0 -
distributed detection, only a very few of them take into account
the effect of channel errors. In particular, to the best of oMthere L(zx) is the local likelihood ratio (lir) defined by
knowledge, this is the first time non-orthogonal DS-CDMAL (2) = 254 and 7, is the threshold of the likelihood
based sensor communication has considered in this contégtio test at the:-th sensor. In the Bayesian formulation, these
With the renewed interest in dense wireless sensor netwolgal sensor thresholds depend on the prior probabilities and
such non-orthogonal multi-access communication seems tode assumed cost function [6]. Assuming independent local
a logical choice. Another contribution is the formulation of theensor decisions;, = L2(Cle=Ceol where Cj; is the cost
problem of Bayesian fusion of distributed decisions for sudAcurred by choosing hypothesid; when hypothesig; is
a sensor network based on non-orthogonal communicatigie. For the minimum probability of error detection at the
and the demonstration of general performance characteristReal sensors the cost function can be chosen to be uniform
via numerical results. Note that, in this paper we resort {6]. It should be emphasized that while optimal distributed
simulations for performance analysis since obtaining analyticé¢tection scheme may require joint determination of local
expressions seems to be intractable due to the more practibggsholds above formulation can easily be modified for that
sensor quantizers employed in our model. Our current wogRse. In either case, the optimal fusion rule only depends on
involves somewhat modified local detector models in order @iality of the individual local sensor decisions as long as they
facilitate the analytical performance analysis. are independent.

The remainder of the paper is organized as follows: First, The local decisionsu,’s, for k¥ = 1,--- K, are next
in section Il we present our system model. In section Ill wigansmitted to the fusion center over a Rayleigh channel using
derive the optimal Bayesian data fusion receiver for a D&S-CDMA in which sensok employs a normalized signature
CDMA based wireless sensor network. Next, in Section IV w&aveform s, (¢) of unit energy. Below we will assume that
present the basic structure of the partitioned fusion receivé@gal sensors take a series of observatioy(g) corresponding
and consider several multi-sensor detectors as candidatest§o@ series of true hypothesis denoted by eitti&y(i) or
the first stage. Section V presents numerical performande (i). Assuming a binary phase shift keying (BPSK) system
results followed by a discussion. Finally, in Section VI wéfor simplicity), the binary local decisionsy(i)'s, for k& =

summarize our conclusions and suggest some future resedrch - X, are first symbol mapped thy (i) € {+1,—1} and
directions. then the resultant symbol stream of each sekgemodulated

using the signature waveform),(¢) of that sensor. It is clear
that by sending the binary local decisiong’s instead of the

We consider a binary hypothesis testing problem ika local observations;’s, the distributed detection and fusion
node wireless sensor network connected to a data fusion cestestem can reduce the transmission requirements leading to
in a distributed parallel architecture [4] (the theory that weonsiderable energy savings in a wireless sensor network.
develop below can easily be extended to distributed multiple Assuming symbol synchronism among the distributed sen-
hypothesis testing). Let us denote By and H; the null and sors (which can be relaxed easily), the complex baseband

II. SYSTEM MODEL AND DESCRIPTION



sensor 1) by Now we may interpret the data fusion problem for the
=0 L&) coherent DS-CDMA wireless sensor network as a binary-
hypothesis testing based on the observation vegtand the
fading coefficient matrixA. Thus, it can be shown that the
I Bayesian optimal fusion rule is given by a likelihood ratio-
L) Decision test (LRT) as below:

y(i) = RAB(i)+n (i)

p(y|H15A) Iil T
p(y|H0a A) Hf

whererr is the threshold at the fusion center which depends
Fig. 1. Optimal Fusion Receiver on the prior probabilitiegpy and p; and the cost function.
Note that, in obtaining the above optimal fusion rule we
have assumed that the complex fading coefficient ma\riis
received signal at the data fusion center can be written as jhdependent of the two hypotheses. It can easily be shown that,

z,(i) Sensor 2 bz(‘) L(y)

L(z,(0)

M-1 K in the case of minimum probability of error fusion (uniform
r(t) = Z ZAkbk(i)Sk(t —iT) 4+ n(t) cost assignment) and equalpriori probabilities for the two
i=0 k=1 hypotheses, the threshold for the likelihood ratio fusion is

whereM is the number of data symbols per sensor per franfe; = 1.

T is the symbol interval,n(t) is the zero-mean complex Using the received signal model (2) the required likelihood
AWGN receiver noise with variance® = N, (% per dimen- ratio at the fusion center can be expressed as,
sion) and{s;(t); 0 < ¢ < T'} denotes the normalized signature L (bTATy—1bTATRAD) p(b | Hy)
waveform of thek-th sensor. The complex coefficients,'s L(y) EW SPTTTey

are assumed to be zero-mean complex Gaussian with variance > _peq11,-1}x er (OTATY=3bTATRAD) by | )
Az In the following we define thé-th local sensor signal-to- where the summations are over all possi transmit

: ; ] I BE o
noise ratioSN Ry, as SN, = oz and the average ChanneIsymbol vectors and denotes the Hermitian transpose.

_ D be{+1,-1}K €

®)

SNR of thek-th sensorSN R as SN REh = ’;‘—;2“. Assuming that the local sensor decisions are independent
we may compute the conditional probabilitigtb | H;), for
[1l. OPTIMAL FUSION RECEIVER FOR ADS-CDMA i=0,1 as,
WIRELESSSENSORNETWORK «
Due to the assumed symbol synchronism, the Bayesian pb| H;) = l—Ip(b;C | H;)
fusion problem can be formulated as one of deciding between k=1

Hy(i) and H, (i) based on the observed receiver waveformvhere

{r(t) : t € [iT,(i + 1)T]} in order to minimize a cost

function. It can easily be shown that a sufficient statistic for p(by | Hi) = {

this fusion problem is given by the output of a bank igf

matched filters each matched to a particular user signatl‘fi‘t'lﬂ

waveform s, (t) (similar to in optimal multi-user detection). Pp, if bp=+1

The vector of matched filter outputs = [y1, - yk]T can p(b [ Ho) = { 1—Pr  if by=0
Fy, k

then be shown to be given by [7],

1_PMk if by =+1
P, if by=0

with Pr, and P, representing the false-alarm and miss
y = RAb+n (2) probabilities of thek-th sensor, respectively. It is assumed that

fusion center knows these false-alarm and miss probabilities.

whereR is the K x K normalized cross-correlation matrixrFor example, based on the local observation statistics in (1)

of sensor signature waveformd, = diag(A4:---Ak) is @ we may show that these local probabilities are given by
diagonal fading matrix and ~ A.(0, o*R) is the K -vector of

/ /
complex Gaussian receiver noise with m&aand covariance Pp, = Q (T’“) and Py, = 1-0 (W‘) (4)
matrix 2R. Note that in (2) we have dropped the time index Tk Tk

i since it is irrelevant due to the assumed symbol synchronigihere Q(z) denotes the Gaussian tail distribution and the
among the sensors. thresholdsr;, are given byr;, = :—’: log(7x) + 4. The optimal



Sensor 1 be the true independent local decisions. Note that, strictly

—

20\ e AL speaking first stage decisions are not independent (and are
y(i) = RAb(i)+n (i) :
a— erroneous), but we make the above assumption to reduce the
e s o o = complexity at the second stage since our goal in this section is
pectsen to design good low-complexity receivers. Thus, the likelihood
® by ratio test employed at the second stage of the receiver is,
2,0 - (JML) ~(JML)
(JML) p (b \ Hl) K p (bk | H1>
L (b ) = —— = —= . (6)
. . ) » . . ~(JML) ~(JML)
Fig. 2. Basic Structure of Low-complexity Partitioned Fusion Receivers p (b \ H()) k=1P bk | Hy
where (due to the assumption that the first stage decisions are
fusion receiver decisions are then given by correct),
1 > 2(JML) 1-— P]\/[k if B](;]ML) =41
. p(by, | Hi) = < 7(JML) )
dopt(y) = it L(y) " Py, it BMP =1
0 < and
where L(y) is given in (3). DM | ) { Pr i BV = 41
k = e 2(JML)
IV. LOW-COMPLEXITY, PARTITIONED FUSION RECEIVERS 1—Pg, if by =-1

If we define the required number of multiplications (NoM) The required false-alarm and miss probabilities are computed
as the time complexity of a receiver, then as can be obseng&in (4). Assuming minimum probability of error Bayesian
from (3) for the binary prob|em at hand the Comp|exity OfUSiOI'] with uniform costs and equal priors, the LRT at the
the coherent optimal fusion scheme in a fading channel figsion center is then given by,
exponential in the number of local sensdks In order to 1 >
reduce .this complexity, .in this S(_action we propose a glass Of5JML (B(JML)> _ T <6(JML)) B 1(7)
sub-optimal fusion receivers which separate the multi-sensor
detection and fusion into two stages as shown in Fig. 2. In
these partitioned receivers, coherent multi-sensor detectiorHigwever, due to the exponential time complexity of the JML
performed at the first stage as in a traditional multiuser detectoltiuser detection at the first stage of the partitioned receiver,
in order to estimate the symbdlg’s transmitted by the local still the time complexity for JML-based partitioned fusion
sensors. The estimated symbol vechoiis the input to the receiver is exponential if. One of the simplest detectors for
second stage of the receiver that performs data fusion. Tthe multiple-access channel is the single-user matched filter or
second stage of the receiver performs data fusion basedtl@ so-called conventional detector. The output of the coherent
these outputs as if they were the true local decisions. single-user matched filter first stage is given by,

In the foIIowing.we consider severa_l .well-knowr] mulituser pME) _ sgn(Aly). ®)
detectors as the first stage of the partitioned receivers: namely
joint maximum likelihood (JML) detector, conventional singléVhile above conventional detector is simple in terms of its
user matched filter and two linear multiuser detectors (dec@emplexity, it is known that in the presence of severe multiple-
relator and minimum mean squared error). access interference its performance can be very poor compared

The low-complexity partitioned receiver processing can @@ the best possible performance. Linear multi-sensor detection
explained using the JML multi-sensor detector first stage badégt stages can provide a balance between performance and
receiver as follows: The coherent JML multi-sensor detector @@mplexity. For example, the coherent decorrelator first stage
the first stage estimates the symbol vedidny the following feeds the following estimates to the fusion block at the second
estimate which maximizes the joint likelihood function lof Stage:

[7] 6(decor)
B(JJLIL)

0 <

sgn(ATR™ty).

_ h — bTAT L. .
= ag be{j?%}f(@y b—Db'ATRAD). (5) Similarly, we may also employ the so-called linear MMSE

o . multi-sensor detector to obtain first stage estimates as,
Next, the second stage of the partitioned receiver performs g
~(MMSE)

data fusion assuming that the estimated valbés = to b = sgn(A"Y(R+2A"H) y).
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Fig. 3. Fusion Probability of Error Vs. Local Sensor SNR (Same for all Sensors) for a Fixed CSEM[R%’L = 10dB for all k. The Parameters ai§ = 4
andp = 0.7. (&) AWGN channel (b) Rayleigh channel.

The second stages of all these receivers are exactly g#ee=n from Fig. 3b, the performance of conventional detector
same as that described above for the JML first stage. i.e. thesed partition receiver severely degrades in a Rayleigh fading
estimated bits from the first stage are used to compute ttleannel. In fact, it has the worst performance out of all
likelihood ratio as in (6) and the global decision is declarephrtitioned receivers. The coherent MMSE first stage based
using (7). Note that the complexity of the partitioned receivergceiver seems to provide the best performance-complexity
are determined by the complexity of the first stage multi-senswade-off in a Rayleigh fading channel.

detector since the lir computation (6) in the second stage camnother important observation from Fig. 3 is that for a fixed
be implemented as a table look-up operation. channel SNR the optimal fusion performance monotonically
improves as local SNR improves. However, with channel
fading the performance of the partitioned receivers may not
In this section we resort to simulation in order to evalua@xhibit this property as can be seen from Fig. 3b. In fact, after
the performance of the above data fusion receivers since @ecertain local SNR threshold the fusion performance becomes
riving analytical results seems to be intractable. We investig&tgen worse than that of a single sensor. The large performance
the performance and complexity trade-offs of the optimal f@ap between the optimal fusion and the proposed partitioned
sion receiver and the partitioned low-complexity receivers vigceivers suggests that it may be possible to design better low-
a numerical example of @-node, BPSK-based, synchronou§omplexity receivers (note that, the JML first stage may not
DS-CDMA sensor network in which cross correlation betweetecessarily provide the best possible fusion performance since
signature waveforms of each pair of users is assumed tob&lone has no optimality when employed in a partitioned
p = 0.7 (i.e. a dense network). The Bayesian cost functidision receiver).
we consider is the minimum probability of error with equally In Fig. 4 we have shown the fusion probability of error
probable hypotheses. Thus, our performance metric is tperformance as a function of the average channel SNR for
probability of error at the output of the fusion receiver. a fixed local sensor SNR valusNR. = 10dB for all k.
Figure 3 shows the performance of the fusion receivefe first conclusion we draw from this figure is that for large
as a function of the local SNR for a fixed average channehannel SNR values, the fusion performance will ultimately
SNR value SNR¢" = 10dB for all k. In Fig. 3a we have be limited by the quality of local sensor decisions (or, equiva-
first shown the fusion performance of the same system in kmtly, the local SNR’s). This behavior can be understood more
AWGN channel. As can be seen from Fig. 3a, the conventior@éarly in the context of the partitioned fusion receivers (the
detector first stage provides the best performance out of sdime underlying reason holds for the optimal fusion receiver
partitioned receivers in this case whereas decorrelator fiest well). When the channel SNR is low, the first stage is
stage results in the worst performance. However, as can rhere likely to make erroneous decisions about the transmitted

V. SIMULATION RESULTS



Fusion F'e vs. Channel SNR for DS-CDMA in Rayleigh Fading

. in general exponential in the number of local sensors. In

10 T T

2 S deciorbased o order to reduce this complexity, we next proposed a class of
—#— MMSE based fusion - . . o - .
= Gptima fusion sub-optimal fusion receivers by partitioning the multi-sensor

—t+— sensor 1 local decisions

detection and data fusion into two consecutive stages. For the
first stage multi-sensor detection several well known multiuser
detectors were considered. Not surprisingly, the JML first stage
based receiver was found to perform very close to the optimal
fusion receiver in most cases. However, it does not offer
any significant complexity reduction since JML multi-sensor
detection still has a complexity exponential in the humber of
4 sensors. Moreover, although the conventional detector based
‘ ‘ ‘ ‘ fusion receiver performs remarkably close to that of optimal

fusion receiver in an AWGN noise channel, its performance

severely degrades in a coherent Rayleigh fading channel. The
Fig. 4. Fusion Probapility of Error Vs. Average Cl:hannel Sensor SNR (Sarmalear MMSE first stage based fusion receiver provides a gOOd
for all Sensors) for a Fixed Local Sensor SRV R; = 10dB for all k. The . k . :
parameter arés = 4 andp = 0.7. performance-complexity trade-off and, in particular, provides

almost the same performance as that of exponentially complex
JML based receiver for high channel SNR values. Moreover,

symbols thereby leading to more fusion errors. As channgk also observe that the fusion performance is not limited
SNR improves the first stage decisions becomes better anthasthe channel SNR as long as it is not too small. On the
a result the final fusion performance also improves as can §er hand, for large channel SNR values the optimal fusion
seen from Fig. 4 for medium SNR values. However, whegerformance will be limited by the quality of local sensor
the channel SNR is high enough so that the first stage of {gcisions. The future work will include the analytical perfor-
partitioned receivers rarely makes an error, the final fusigRance evaluation of both optimal and proposed partitioned
performance will be as there were no channel errors. In thigsion receivers, quantifying the achieved energy efficiencies
case, the performance is limited by the accuracy of the loGghd extending the theory to asynchronous sensor networks.
decisions (i.e. local SNR).

The second conclusion is that there is a clear channel
SNR threshold below which the fusion performance of all This research was supported by Kansas NSF
receivers (including the optimal fusion) is worse than th&PSCoR program under the palnning grant KUCR #
of a single sensor performance. This is to be expected sil¢8F32195/KAN32196.
when there are too many transmission errors fusion of multiple

(erroneous) local decisions may not provide any performance
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